
Microsoft Windows Server
2016 Identities (70-742)

Learn advanced identity management in Microsoft Server 2016 with

this Microsoft Server training. Master Active Directory Domain Services

(AD DS), Group Policy, AD Certificate Services (AD CS), and Identity

Federation. Gain the skills to manage user accounts, configure

authentication policies, and implement secure access solutions in a

Windows Server environment. This Microsoft skills course is ideal for

systems administrators.

CBT Nuggets course material

WEEK 1 153 min.Microsoft Windows Server 2016: Identity (70-742):
Install and Configure Active Directory Domain
Services (AD DS)

Supplemental File 1

Course Introduction 4

Active Directory Overview and Install 21

Read-Only Domain Controllers and Removing DCs 17

Install from Media and Domain Controller Upgrades 15

Flexible Single Master Operator Roles 16

Configure Domain Controller Cloning 16

Troubleshooting Active Directory Installations 9

Create, Copy, Configure, and Delete Users and 15
Computers

Automate the Creation of Active Directory Accounts 11

More Automation and Account Management 12

Perform Bulk Active Directory Operations 10

Configure User Rights 6

WEEK 2 156 min.

Implement Offline Domain Join 4

Create, Copy, Configure, and Delete Groups and OUs 15

Automate Groups and OUs with PowerShell 8

Manage Group Membership Using Group Policy 5

Group Types and Group Nesting 15

Microsoft Windows Server 2016: Identity (70-742):
Manage and Maintain AD DS

Configure Service Accounts 13

Group Managed Service Accounts (gMSAs) 13

https://cbtnuggets.com/it-training/microsoft-windows-server/windows-server-2016-70-742


Configure Kerberos Constrained Delegation (KCD) 6

Manage Service Principal Names (SPNs) 9

Configure Account Policies 14

Offline AD and Defragmentation 8

Clean Up Metadata 8

Backup and Restore of Active Directory 18

Replication of Active Directory 11

Replication and PRP for RODC 9

WEEK 3 155 min.

Multi-Domain and Multi-Forest Active Directory 10

Configure Domain and Forest Settings 7

Trusts 12

Configure Sites and Subnets 11

Microsoft Windows Server 2016: Identity (70-742):
Group Policy, Certificate Services, Federation,
and Access Solutions

Create and Manage Group Policy Objects (GPOs) 19

Configure Group Policy Processing 15

Configure Group Policy Settings 17

Configure Group Policy Preferences 6

Install a Certificate Authority 10

Installing a Subordinate CA 25

CA Management 11

Manage Certificates 12

WEEK 4 39 min.

Install and Configure Active Directory Federation 14
Services

Implement Web Application Proxy (WAP) 10

Install and Configure Active Directory Rights 8
Management Services

The 70-742 Exam 6
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