
Cisco VPN

This Cisco Virtual Private Networks (VPN) course covers how to

configure, maintain and troubleshoot Cisco VPNs, allowing you to

extend a corporate network through encrypted connections over the

Internet.

CBT Nuggets course material

WEEK 1 154 min.Components of Cryptography

Introduction to Components of Cryptography 1

Data Integrity 6

Data Privacy 4

SSL and TLS 7

Public Key Infrastructure (PKI) 4

IPsec 3

Authentication 5

Components of Cryptography Summary 1

IPsec Fundamentals

Overview 1

Introduction to IPsec 1

IPsec Overview 6

IKEv1 and IKEv2 8

Crypto Map IPsec 4

VTI IPsec 4

DMVPNs 3

FlexVPN 2

GET VPN 4

NAT Traversal 5

IPsec Fundamentals Summary 1

Cisco Router Site-To-Site VPNs

Overview 1

Introducing Site-To-Site VPNs 1

Planning for IPsec Site-To-Site 8

Designing a Site-To-Site VPN 4
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Configuring an IKE Phase 1 Policy 8

Configuring an IKE Phase 2 (IPsec) Policy 12

Enabling the IPsec Policy 11

Protocol Analysis IPsec 5

Cisco Point-To-Point GRE over IPsec VPNs

Overview 1

Introduction to P2P GRE over IPsec VPNs 1

Overview of GRE over IPsec VPNs 6

P2P GRE Tunnel Design 2

P2P GRE Tunnel Implementation 5

P2P GRE Tunnel Verification 5

IPsec Tunnel Protection Design 2

IPsec Virtual Tunnel Interface Configuration 9

WEEK 2 156 min.

IPsec Static VTI Verification 3

Cisco DMVPN

Overview 1

Introduction to DMVPN 1

DMVPN Overview 4

Planning for the mGRE Tunnel 3

mGRE Tunnel Configuration 3

NHRP Overview and Design 5

Configuring NHRP for DMVPN 6

Adding Routing to DMVPN 7

Verifying DMVPNs 6

Adding IPsec Protection Profiles 6

DMVPN Summary 1

Cisco GET VPN

Overview 1

Introduction to GET VPN 1

GET VPN Overview 5

GET VPN Key Servers (KS) 6

GET VPN Members (GM) 6

GET VPN Design 5

Implementing KS Configuration 9

Implementing GM Configuration 6

GET VPN verification 8

GET VPN Summary 1

Cisco FlexVPN

Overview 1

Introduction to FlexVPN 1

FlexVPN Overview 3

FlexVPN Components 5

IKEv2 Flex VPN Site-To-Site Planning 4

IKEv2 FlexVPN Site-To-Site Configuration 6

IKEv2 FlexVPN Verification 4

Adding Routing to FlexVPN 4

FlexVPN Summary 1

Cisco Remote Access VPNs

Overview 1

Introduction to RA VPNs 1



RA VPN Overview 4

FlexVPN IPsec RA VPNs 6

FlexVPN RA Design 3

Setting CA Services in IOS 7

Configuring FlexVPN RA 7

WEEK 3 14 min.

AnyConnect Profile Editor 5

Testing and Verifying the RA VPN 7

Flex VPN RA Summary 1
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