Cisco Unified
Communications Manager

This Cisco Unified Communications Manager (CUCM) course covers
how to manage, monitor, configure and troubleshoot the Cisco Unified
Communications Manager and ensure reliable, lag-free phone and

video communications across a network.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

CUCM and LDAP integration

CUCM End Users versus Application Users
Managing Local User accounts in CUCM
Benefits of LDAP Integration

L DAP Synchronization

L DAP filters

L DAP Authentication

L DAP user deletion and CUCM

Configure TFTP and Certificates

Introduction

TFTP

Convert CUCM from Non-Secure Mode to Mixed Mode
Assign Phone Security Profiles

Install CUCM Tomcat Certificates

Test connectivity to CUCM

Phone registration methods and BAT

Introduction

Manual Endpoint Registration

Auto Registration for Endpoints

Bulk Administration Tool (BAT) - bat.xlt

Bulk Administration Tool (BAT) - Phone templates

Bulk Administration Tool (BAT) - Insert phones
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CUCM activation codes and tshoot SIP registration

Introduction

Device onboarding via Activation codes -
Configuration


https://cbtnuggets.com/it-training/cisco/unified-communications-manager

WEEK 2

Device onboarding via Activation codes - Demo

Troubleshooting SIP Endpoints registering to CUCM

SIP OAuth within CUCM
CUCM endpoint Restart/Reset/Apply Config

CUCM Device Pools, Regions, and Locations

Introduction

Device Pools

Cisco Unified CM Groups
Date/Time Groups
Phone NTP Reference
Regions

L ocations

Templates, Partitions and Calling Search Spaces

Introduction

Phone Button Templates
Softkey Templates
Partitions

Calling Search Spaces

Device vs Line CSS

Conference Bridges, Transcoders and MRGLs

Introduction

Configure I0S-XE Conference Bridge
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WEEK 3

Configure I0OS-XE Transcoder

CUCM - Media Resource Groups and Lists
Create CUCM Media Resource Groups
Create CUCM Media Resource Group Lists

Applying MRGL at the Device Pool and Phone Level

CUCM Digit Analysis and Route Patterns

Introduction

Describe the Cisco UCM digit analysis process

Type A and Type B phones
Traditional Route Patterns
Route Pattern Wildcards
Our Dial Plan

Route Lists and Route Groups

Introduction

E.164 Route Patterns

Route Groups and Route Lists
Create a Route Group

Create a Route List

Route Lists and Route Groups Demo

Standard Local Route Groups

CUCM Translation Patterns

Introduction
Run On All Active Unified CM Nodes

Assign Partitions to our Route Patterns and
Devices
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WEEK 4

Translation Patterns

Translation Patterns options

CUCM Transformations

Introduction
Transformations
Transformations Demo
Transformation Patterns

Transformations Preference Demo

Implement Toll Fraud Prevention

Introduction

SIP Route Patterns

Using CSS to Prevent Toll Fraud
Auto-registration CSS

Time of day routing

Use Time of day routing to restrict calls

Forced Authorization Codes (FAC)

Additional Toll Fraud Prevention Techniques

Introduction

Client Matter Codes (CMC)
Block offnet to offnet transfer
Ad Hoc Conference Restriction
Route Filters

Dialed Number Analyzer

13
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WEEK 5

Configure Hunt Groups and Call Queuing

Introduction

Hunt Pilots, Hunt Lists, and Line Groups

Configure Line Groups

Configure Hunt Lists

Configure Hunt Pilots

Automatically Logout Hunt Member on No Answer

Hunt Pilot Hunt Call Treatment Settings (Call
Forwarding)

Hunt Pilot Hunt Call Treatment Settings (Queuing)
Validation

Call Park

Introduction

The Benefits of Call Park

Configure Call Park

Call Park Timers on older endpoints
Call Park Timers on newer endpoints
Configure Directed Call Park
Validation

Meet-Me, Conference Now and Call Pickup

Introduction
Meet-Me Conference
Conference Now
Configure Call Pickup

Configure Group Call Pickup / Other Call Pickup /
Directed Call Pickup

Describe Call Recording options
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WEEK 6

Time of Day Routing

Validation

Single Number Reach (SNR)

Introduction

Single Number Reach (SNR)
Configure SNR

SNR Timers

SNR Ring Schedule

SNR Access Lists
Troubleshoot SNR

Validation

Move to Mobile and Extension Mobility

Introduction

Move to Mobile

Extension Mobility

Create Extension Mobility Test User
Create Phone Service for Extension Mobility
Extension Mobility Phone Configuration
Create Device Profile

Associate End User with a Device Profile
Testing Extension Mobility
Troubleshoot Extension Mobility
Describe Cloud Mobility

Validation

Thank you!

102 min.
1

4

14

o o 01 O

N

o w b

10

S w N

Last updated 12.3.2024



