
Cisco CCNP Implementing
and Configuring Identity
Services Engine (300-715
SISE) v1.1

This CCNP Security training teaches you how to deploy and configure

Cisco Identity Services Engine (ISE) to secure wired, wireless and VPN

access. You’ll integrate ISE with Active Directory, LDAP, PKI and

multifactor stores, enforce 802.1X policies, implement Mac

Authentication Bypass and Cisco TrustSec, and build authentication

and authorization profiles. You’ll also configure web and guest portals,

enable BYOD onboarding and certificates, and manage endpoint

posture and compliance. Prepare for the 300�715 exam with hands-on

virtual labs and gain practical skills to secure modern networks.

CBT Nuggets course material

WEEK 1 Explain Network Access Control (NAC)

Why Use NAC?

Who Is Connecting to the Network?

What Is Connecting to the Network?

Authorizing and Monitoring Network Access

External Network Access

Device Administration

Knowledge Check

Explore the Architecture of Cisco ISE

Introduction

Overview of the ISE Appliance

Personas

Knowledge Check

Explore Cisco ISE Deployment Options

Introduction

Standalone vs. Distributed Deployments

Types of Distributed Deployments

Sizing and System Requirements

Knowledge Check

WEEK 2 Build a Cisco ISE Environment:
Preparation

Introduction

Topology Overview

Preparing the Physical Environment
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Configuring VLANs

Deploying the Primary Router (RT01)

Knowledge Check

Build a Cisco ISE Environment: Deploying
Services

Introduction

Deploying Windows Server VMs

Initializing the Active Directory Domain

Configuring Group Policy Objects (GPOs)

Configuring PKI

Knowledge Check

WEEK 3 Build a Cisco ISE Environment: DHCP and
Endpoints

Introduction

Configuring DHCP

Deploying Endpoints

Knowledge Check

Build a Cisco ISE Environment: Network
Config

Introduction

Deploying the Remote Access Router (RT02)

Configuring the Firewall

Deploying the Catalyst 9800 WLC

Knowledge Check

Build a Cisco ISE Environment: Deploying
ISE

Introduction

Deployment Methods

Downloading ISE Files

Manual Deployment of ISE

WEEK 4 ZTP Deployment of ISE

Configuring the Distributed Deployment

Knowledge Check

Explore Identities in Cisco ISE

Introduction

What Are Identities?

Types of Identity Stores

Configuring Local Identities

Managing Identity Settings

Knowledge Check

Integrate AD and Cisco ISE with LDAP

Introduction

Native AD vs. LDAP Integration

Configuring the LDAP Integration

Knowledge Check

Utilize the Native AD Integration in
Cisco ISE

Introduction

Configuring the Native AD Integration



WEEK 5 ISE Administration with AD Credentials

Troubleshooting AD Integration

Knowledge Check

Describe Policy Structure in Cisco ISE

Introduction

Policy Architecture

Policy Constructs

Knowledge Check

Explore the Policy Workflow in Cisco ISE

Introduction

Dictionaries

Conditions

Results

Policy Sets

Knowledge Check

WEEK 6 Describe AAA Protocols

Introduction

RADIUS vs. TACACS+

AAA Protocol Messages

Knowledge Check

Configure Network Devices in ISE

Introduction

Configuring ISE

Configuring NADs

Knowledge Check

Describe Port-Based Network Access
Control (PNAC)

Introduction

The OG Solution

802.1X Overview

Alternatives to 802.1X

WEEK 7 Knowledge Check

Choose an EAP Method

Introduction

EAP Framework

Native EAP Methods

Tunneled EAP Methods

Packet Captures and Logs

Knowledge Check

Prepare for an 802.1X Deployment

Introduction

Planning the Deployment

Choosing a Supplicant

Wired Authenticator Configurations

Wired Authenticator Configurations

Wired Authenticator Configurations

Wired Authenticator Configurations



Wired Authenticator Configurations

Wired Authenticator Configurations

Knowledge Check

Configure ISE for Wired 802.1X

Introduction

Preparing ISE for 802.1X

WEEK 8 Creating the 802.1X Policy on ISE

Knowledge Check

Configure IOS Switches for Wired 802.1X

Introduction

Configuring RADIUS Enhancements

Enabling 802.1X and AAA Support

Configuring Endpoint Interfaces

Knowledge Check

Implement Wireless 802.1X on Cisco WLCs

Introduction

Role of 802.1X in 802.11 Security

Configuring a Wireless 802.1X Policy on ISE

Configuring 802.1X on IOS-XE WLCs

Configuring 802.1X on AireOS WLCs

Knowledge Check

WEEK 9

Configure the Native Windows 802.1X
Supplicant

Introduction

Enabling the Native Supplicant

Configuring PEAP

Configuring EAP-TLS

Configuring TEAP

Knowledge Check

Enhance the Windows Native 802.1X
Supplicant

Introduction

Configuring Wireless 802.1X

Transitioning from Monitor Mode

Exporting Supplicant XML Configuration

Knowledge Check

Configure Mobile 802.1X Supplicants

Introduction

Generating a Certificate

Apple Supplicants (macOS/iOS)

WEEK 10 Android Supplicants

Knowledge Check

Configure Additional Desktop 802.1X
Supplicants

Introduction

Cisco Secure Client NAM

Linux Supplicants



Knowledge Check

Configure 802.1X on Cisco IP Phones

Introduction

Exploring the Certificates

Configuring 802.1X with MICs

Configuring 802.1X with LSCs

Knowledge Check

Use Externally-Signed LSCs for Cisco
Phone 802.1X

Introduction

Why Not Self-Signed?

CAPF as a Subordinate CA

Online CA

Offline CA

Knowledge Check

Manage Endpoint Identities

Introduction

Exploring the Internal Endpoint Database

Methods for Populating Endpoints

Modifying Existing Endpoints

WEEK 11 Storing Endpoint Identities in AD

Knowledge Check

Create Internal Endpoint Identities

Introduction

Creating Endpoint Identities in the GUI

Automating Endpoint Creation

Working with Endpoint Identity Groups

Knowledge Check

Create Endpoint Identities in AD/LDAP

Introduction

The Battle of the Two Methods

User Accounts as MAC Addresses

LDAP Device Objects

Integrating ISE with LDAP for Endpoints

Knowledge Check

WEEK 12 Implement Wired and Wireless MAB

Introduction

Approaches to MAB Policy Sets

Configuring the MAB Policy Set

Configuring Wired MAB

Configuring Wireless MAB

Knowledge Check

Get Started with IBNS 2.0 for Wired
802.1X

Introduction

IBNS 2.0 Overview

Components of C3PL

Displaying the C3PL Configuration



Converting the Configuration to C3PL

Knowledge Check

Examine C3PL Configuration Options

Introduction

Global Configuration Options

WEEK 13 Policy Maps

Class Maps

Service Templates

Knowledge Check

Customize IBNS 2.0/C3PL Policies

Introduction

Customizing the Authentication Flow

Applying Service Templates

Applying Interface Templates

Knowledge Check

Prepare to Deploy Local WebAuth (LWA)

Introduction

How Does LWA Work?

LWA Policy Set

WEEK 14 Prerequisite Configuration on Switches

LWA Authentication Method List

Knowledge Check

Configure Wired Local WebAuth (LWA)

Introduction

Configuring LWA with IBNS 1.0

Testing LWA with IBNS 1.0

Configuring LWA with IBNS 2.0

Testing LWA with IBNS 2.0

Knowledge Check

Configure Wireless Local WebAuth (LWA)

Introduction

Configuring LWA on AireOS WLCs

Configuring LWA on IOS-XE WLCs

Analyzing LWA on Clients

Knowledge Check

Describe Central WebAuth (CWA)

Introduction

Overview of the CWA Process

WEEK 15 Web Redirection Use Cases

Third-Party NAD Redirection

Knowledge Check

Configure Central WebAuth (CWA) on ISE

Introduction

Default CWA Policies in ISE



Authorization Profile Configuration

Policy Set Configuration

Knowledge Check

Configure Central WebAuth (CWA) on NADs

Introduction

Redirect ACLs

Switch Configuration

WLC Configuration

Client Verification

For Those Who Dare...

Knowledge Check

WEEK 16 Configure 3rd Party Redirection for CWA
in ISE

Introduction

Creating the NAD Profile

Configuring the ISE Policy

Creating the DHCP Scope

Configuring DHCP and DNS Options

Configuring the NAD

Verifying CWA on the Client

Knowledge Check

Design Guest Access with ISE

Introduction

Guest Segmentation

ISE Placement

High Availability

Types of Portals

Knowledge Check

Get Started with Guest Identities in ISE

Introduction

Overview of Guest Identities

WEEK 17 Guest Identity Management

Guest Self-Registration

Guest Sponsor-Initiated Registration

Knowledge Check

Customize Guest Types in ISE

Introduction

Basic Guest Type Settings

Guest Access Times

Guest Login Options

Guest Account Expiration Notifications

Knowledge Check

Configure Sponsor Groups and Other
Settings

Introduction

Basic Sponsor Group Settings

Sponsor Group Permissions

User Purge, Custom Fields, and Locations/SSIDs



WEEK 18 Username/Password Policy and Endpoint Purge

Knowledge Check

Customize Basic Portal Settings in ISE

Introduction

Overview of Portal Settings

Guest Portal Settings

Basic Login Page Settings

Advanced Login Page Settings

Knowledge Check

Customize Portal Registration Settings
in ISE

Introduction

Basic Registration Form Settings

Advanced Registration Form Settings

Self-Registration Success Settings

Knowledge Check

Configure Advanced Portal Settings in
ISE

Introduction

Acceptable Use Policy (AUP) Page

Password Change and Device Registration

Miscellaneous Guest Portal Settings

WEEK 19 Hotspot Portal Settings

Basic Sponsor Portal Settings

Sponsor Portal Password Change Setting

Knowledge Check

Configure Guest Portal Appearance

Introduction

Basic Appearance Customization

Advanced Appearance Customization

Global Page Customizations

Anatomy of Portal Pages

Editing Text on Portal Pages

Formatting Portal Notifications

Knowledge Check

Configure Sponsor Portal Appearance

Introduction

Basic Sponsor Portal Customizations

Basic Account Creation Pages

Advanced Account Creation Pages

WEEK 20 Existing Guest Account Management Pages

Pending Guest Account Management Pages

Knowledge Check

Configure Guest Portal Certificates

Introduction

Designing Trusted Portal Certificates

Implementing Trusted Portal Certificates

Knowledge Check



Configure Guest Portal Notifications

Introduction

Designing Email/SMS Notifications

Configuring Email Notifications

Configuring SMS Notifications

Testing Portal Notifications

Knowledge Check

Configure Federated Authentication for
ISE Portals

Introduction

WEEK 21 Deploying AD FS

Creating a SAML Identity Store in ISE

Associating the Identity Store with Portals

Integrating AD FS with ISE

Finishing the SAML Identity Store Configuration

Testing Portal SSO

Knowledge Check

Control VPN Access with ISE

Introduction

Why Do We Need ISE?

Configuring RAVPN Authorization Profiles

Configuring the RAVPN Policy Set

Integrating the ASA VPN with ISE

Testing the RAVPN with ISE

Using ISE for Authorization Only

Knowledge Check

Integrate ISE with Duo MFA

Introduction

Duo Integration Methods

Integrating the Duo Authentication Proxy

WEEK 22 Testing Duo with RAVPN

Using the Native Duo Integration

Testing the Native Duo Integration

Knowledge Check

Design Device Administration AAA with
ISE

Introduction

Device Connectivity Overview

Choosing a AAA Protocol

Integrating Device Administration with ISE

Sizing ISE for Device Administration

Determining Device Administration Load

Additional Sizing Considerations

Knowledge Check

Configure Basic Device Admin Policies in
ISE

Introduction

Configuring RADIUS Device Admin Policies

Enabling the Device Admin Service

Exploring TACACS+ Policy Elements

Creating TACACS+ Policy Sets

Knowledge Check



WEEK 23 Configure Privilege Authorization in ISE

Introduction

Exploring Privilege Authorization

Configuring RADIUS Privilege Authorization

Configure TACACS+ Privilege Authorization

Knowledge Check

Explore Additional Authorization Types
in ISE

Introduction

Configuring AireOS Authorization

Command Set Overview

Basic Command Set Structure

Knowledge Check

Build TACACS+ Command Set Rules in ISE

Introduction

The Rules of Command Sets

Command Set Flexibility

Wildcards

Regex

WEEK 24 Knowledge Check

Configure Advanced TACACS+ Features

Introduction

Creating Command Sets

Additional TACACS+ Settings

Configuring IPsec with ISE

Configuring the NAD for IPsec

Knowledge Check

Configure IOS Privilege Authorization
with ISE

Introduction

Reviewing the Current Configuration

Configuring Console Authentication

Configuring RADIUS Authentication

Configuring TACACS+ Authentication

Testing Additional TACACS+ Features

Knowledge Check

WEEK 25 Configure IOS Command Authorization with
ISE

Introduction

IOS-XE Per-Command Authorization Overview

Configuring Per-Command Authorization

Testing Per-Command Authorization

Knowledge Check

Configure WLC Authentication with ISE

Introduction

IOS-XE WLC Configuration

AireOS WLC Configuration

Live Logs Overview



Verifying Detailed Live Logs

Detailed Screenshots of Live Logs

Knowledge Check

Describe Cisco TrustSec (CTS)

Introduction

Segmentation Overview

What Exactly is TrustSec?

TrustSec Architecture - Network Devices

WEEK 26 TrustSec Architecture - Security Groups

TrustSec Use Cases and Benefits

Knowledge Check

Explore the Phases of CTS

Introduction

Endpoint Classification

SGT Propagation - Inline Tagging

SGT Propagation - SXP

Policy Enforcement

Knowledge Check

Explore Traditional NAD Onboarding in
CTS

Introduction

NAD Onboarding Overview

Secure RADIUS Overview

Secure RADIUS Methods

Credentials for TrustSec Authentication

Additional PAC Details

PAC Provisioning Process Breakdown

WEEK 27 PAC-Based RADIUS Packet Capture

Knowledge Check

Explore Additional NAD Configurations in
CTS

Introduction

PAC-Less RADIUS Overview

PAC-Less RADIUS Packet Capture

HTTPS Environment Data Download

The Role of MACsec in TrustSec

Knowledge Check

Configure ISE for CTS NAD Onboarding

Introduction

NAD Authentication Settings

NAD Environment Data Download Settings

Configuring AAA/HTTPS Servers for TrustSec

Finalizing the TrustSec Server Configuration

General TrustSec Settings for Onboarding

Knowledge Check

WEEK 28



Onboard IOS-XE NADs onto a CTS Domain

Introduction

RADIUS Settings for IOS-XE Onboarding

AAA/CTS Settings for IOS-XE Onboarding

Onboarding IOS-XE NADs via HTTPS API

Knowledge Check

Onboard Other NAD Types onto a CTS
Domain

Introduction

Onboarding IOS-XE WLCs

Onboarding AireOS WLCs

Onboarding Firewalls (ASA)

Knowledge Check

Create TrustSec Security Groups in ISE

Introduction

Game Plan

TrustSec Deployment Steps

Creating Security Groups

WEEK 29 Managing Security Groups

Assigning Security Groups to Users

Knowledge Check

Create TrustSec SGACL and SGFW Policies

Introduction

SGACL Syntax

Finalizing SGACL Configuration in ISE

Exploring the TrustSec Policy Matrix

Finalizing the TrustSec Policy Matrix Configuration

Advanced TrustSec Policy Matrix Features

Verifying SGACLs on NADs

Configuring SGFW Policies on ASA

Knowledge Check

Create TrustSec SGT Mappings in ISE/IOS-
XE

Introduction

Creating Static IP-to-SGT Mappings in ISE

Manipulating Static IP-to-SGT Mappings in ISE

Static IP/VLAN-to-SGT Mappings in IOS-XE

Static L3IF-to-SGT Mappings in IOS-XE

Knowledge Check

WEEK 30 Configure Inline Tagging on TrustSec
NADs

Introduction

Inline Tagging Configuration on IOS-XE Switches

TrustSec Enforcement Configuration on IOS-XE WLCs

TrustSec Enforcement Configuration on ASAs

Knowledge Check

Configure TrustSec SXP in ISE

Introduction

Basic SXP Settings

SXP Timers



Creating SXP Peerings

Manipulating SXP Peerings

Verifying SXP Mappings

Knowledge Check

Configure TrustSec SXP in the IOS-XE CLI

Introduction

SXP Global Settings

SXP Peer-Sequence-Nodes Limits

Creating SXP Peerings to ISE

WEEK 31 Knowledge Check

Configure Advanced TrustSec SXP Features

Introduction

Verifying SXP-Learned SGT Mappings

Creating SXP Filter Lists

Configuring SXP Filter Groups

Configuring SXP Peerings on IOS-XE WLCs

Configuring SXP Peerings on ASAs

Knowledge Check

Tune Advanced TrustSec Settings in ISE

Introduction

SGT Numbering Settings

Automatic Security Group Creation & Hostname Behavior

Work Process Modes

Work Process Modes

Exploring the Staging Workflow

Finalizing the Staging Workflow & DEFCONs

Knowledge Check

WEEK 32 Verify TrustSec Deployments in ISE

Introduction

Enabling CTS Enforcement on VLANs

Verifying the TrustSec Environment

Exploring Statistics in the TrustSec Dashboard

Exploring Logs in the TrustSec Dashboard

Testing Rule #1

Testing Rule #2

Testing Rules #3 and #5

Testing Rule #4

Knowledge Check

Configuring Profiling & Anomalous
Behavior

Introduction

Intro To Profiling 

Endpoint Profiling Policies

ISE Profiling Configuration

Anomalous Behavior

Configuring Anomalous Behavior

Validation

RADIUS Profiling Probe & ACIDex

Introduction



RADIUS Profiling Probe

Configurations For The RADIUS Profiling Probe

AnyConnect Identity Extensions (ACIDex)

Validation

DHCP/SPAN & SNMPTRAP Probes

Introduction

DHCP & DHCPSPAN Probes

SNMPTRAP Probe

Validation

SNMPQUERY, NMAP & DNS Probes

Introduction

SNMPQUERY Probe

Network Scan (NMAP) Probe

Network Scan (NMAP) Probe Configuration

DNS Probe

Validation

NetFlow, HTTP, AD and PxGride Probes

Introduction

NetFlow Probe

HTTP Probe

Active Directory Probe

pxGrid Probe

ISE Profiler Feed Service

Validation

Intro To ISE BYOD

Introduction

Why BYOD?

ISE BYOD

Endpoint Onboarding

Passwords vs. Digital Certificates

The ISE Internal CA

MDM/EMM Integration With ISE

Validation

Configure BYOD For Wired Endpoint Pt.1

Introduction

BYOD Wired Onboarding Flow

Certificate Templates & Identities

Active Directory Groups & Client Provisioning Policy

Creating the MyDevices Portal

Blocked Portal & BYOD Guest Portal

Validation

Configure BYOD For Wired Endpoint Pt.2

Introduction

Policy Elements

Policy Sets

Switch02 Configurations

Testing Our BYOD

Reviewing ISE BYOD Information and Additional Settings

Cisco's 12 Best Practices for ISE Wired BYOD

Validation

Configure Single SSID Wireless BYOD

Introduction



BYOD Single SSID Workflow

Configuring the WLC

Configuring ISE Settings For Single SSID BYOD

BYOD Single SSID Policy Sets

Testing BYOD Single SSID Setup

Validation

Configure Dual SSID Wireless BYOD

Introduction

Dual SSID BYOD Workflow

Configuring WLC For Dual SSID BYOD

Configuring ISE For Dual SSID BYOD

Configuring ISE Policy Sets For Dual SSID BYOD

Testing Dual SSID BYOD Setup

Validation

Intro To Endpoint Compliance & Posturing

Introduction

What Is ISE Compliance?

Posture Types

ISE Posture Workflows

Posture Assessment Options

Validation

Configuring Wired Posture Assessment
Pt.1

Introduction

Enabling Posturing and Adding Posture Agents and Modules

Agent Posture Profile & Agent Configuration

Client Provisioning Policy & Portal

Policy Elements

Authorization Profiles

WEEK 33 Policy Sets

BONUS

Validation

Configuring Wired Posture Assessment
Pt.2

Introduction

General Settings

Testing Basic Posturing

Creating Posture Conditions and Requirements

Creating a Posture Policy and Testing

Additional Posture Conditions

Validation

Configuring Wireless & VPN Posture
Assessment

Introduction

Create Wireless Authorization Profiles & Policy Set

Testing Wireless Posturing

Cisco ASA ACL & VPN Posturing Configurations

Testing VPN Posturing

Agentless Posturing

Validation
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