
Implementing Microsoft
365 Security and Threat
Management

This intermediate Microsoft 365 Security and Threat Management

training teaches systems administrators to configure and manage

tools for identity verification and threat detection within Microsoft 365.

Learn to optimize user access, permissions, security reporting, and

alerts to ensure comprehensive network protection. This Microsoft 365

skills training is perfect as a Microsoft reference resource on managing

Microsoft 365 security.

CBT Nuggets course material

WEEK 1 164 min.Plan for Microsoft Cloud Application Security

Configuring Cloud App Security 8

Configuring Cloud App Security Policies 8

Configuring Activity Policies 6

Configuring File Policies 6

Designing Cloud App Security Solutions 4

Managing Cloud App Security Alerts 6

Uploading Cloud App Security Logs 6

Plan and Implement Threat Protection With
Microsoft Defender

Overview 1

Microsoft Defender for Endpoint 8

Implementing Microsoft Defender for Identity 4

Integrating Microsoft Defender With Endpoint 5
Manager

Attack Surface Reduction 7

Configuring Endpoint Security 9

Disk Encryption and Firewall Policies 5

Creating Security Baselines 6

Manage Security Reports and Alerts

Overview 1

Working With Secure Score 11

Managing Cloud App Security Alerts 6

Managing Office 365 Security Alerts 7

Incident Management and Investigation 8

Configuring ATP Policies 9

Configuring External Mail Tip 4

https://cbtnuggets.com/it-training/microsoft-365/security-threat-management


Secure Identities and Microsoft 365 Hybrid
Environments

Overview 1

About the MS-500 10

Plan Azure AD Authentication Options 15

WEEK 2 151 min.

Plan Azure AD Synchronization Options 8

Monitor and Troubleshoot Azure AD Connect Events 11

Implement Azure AD Group Membership 13

Implement Password Management 11

Configure and Manage Identity Governance 8

Implement Authentication Methods

Overview 1

Plan Sign-On Security 8

Implement Multi-Factor Authentication (MFA) 8

Manage and Monitor MFA 12

Plan and Implement Device Authentication Methods 15
Like Windows Hello

Configure & Manage User Authentication Options & 6
Self-Service Passwords

Implement Role-Based Access Control (RBAC) and
Azure AD Identity Protection

Overview 1

Plan for Roles 14

Configure Roles 16

Audit Roles 9

Implement User Risk Policy 8

WEEK 3 157 min.

Implement Sign-In Risk Policy 7

Configure Identity Protection Alerts 4

Review and Respond to Risk Events 5

Implement Conditional Access and Azure AD
Privileged Identity Management (PIM)

Overview 1

Plan for Compliance and Conditional Access 13
Policies

Configure and Manage Device Compliance for 9
Endpoint Security

Implement and Manage Conditional Access 19

Plan for Azure PIM 17

Assign PIM Eligibility and Activate Admin Roles 14

Manage Azure PIM Role Requests and Assignments 15

Monitor PIM History and Alerts 7

Implement and Manage Device Protection

Overview 1

Configure and Manage Microsoft Defender 13
Application Control

Configure and Manage Exploit Protection 9

Configure Secure Boot 6

Configure and Manage Windows Device Encryption 8

Configure and Manage Non-Windows Device Encryption 7

WEEK 4 163 min.

Plan and Implement Application Protection for Data 7
on Devices



Implement and Manage Microsoft Defender for
Identity and Endpoints

Overview 1

Plan a Microsoft Defender for Identity Solution 10

Install and Configure Microsoft Defender for 10
Identity

Monitor and Manage Microsoft Defender for Identity 10

Plan a Microsoft Defender for Endpoint Solution 9

Implement Microsoft Defender for Endpoint 8

Manage and Monitor Microsoft Defender for Endpoint 8

Implement and Manage Microsoft Defender for
Application and Office 365 Protection

Overview 1

Configure Microsoft Defender for Office 365 17

Monitor Microsoft Defender for Office 365 17

Conduct Simulated Attacks Using Attack Simulator 11

Plan for Device and Application Protection 12

Configure and Manage Microsoft Defender 7
Application Guard

Monitor Microsoft 365 Security with Azure Sentinel

Overview 1

Plan and Implement Azure Sentinel 18

Manage and Monitor Azure Sentinel 13

WEEK 5 22 min.

Respond to Threats in Azure Sentinel 13

Configure Playbooks in Azure Sentinel 8
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