
Security and Risk
Management

This Security and Risk Management training covers how to incorporate

comprehensive analysis and risk-mitigating techniques to help

organizations achieve information security objectives. Security and

risk management is a pillar of actualizing security models. There are

structured ways of thinking about how to identify and manage the risk

you assume when developing, configuring, and maintaining your

network.

CBT Nuggets course material

WEEK 1 79 min.Information Security: Security and Risk Management

CIA Concepts 4

Cyber Crime Terms and Vocabulary 4

27000 Series Framework 6

Due Care and Due Diligence 5

Inside Threats and Ethics 5

Policies Start with Senior Management 6

Defining Risk 4

Control Types 4

Compliance Requirements 6

DR, BC, and BIA 6

Security Awareness Training 5

Intellectual Property and Licensing 6

Policy Life Cycle 6

Threat Modeling 6

Supply Chain Risk Management 5
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