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WEEK 2

Enabling Sensitivity Labels for Teams, Groups, and
Sharepoint

Label Analytics Tools

AIP Unified Labeling Scanner

151 min.
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Managing Microsoft Purview and Email Encryption

Overview

Microsoft Purview

Microsoft Purview In Action

Office Message Encryption (OME)
Purview Advanced Message Encryption
Additional Purview Features

Handy Email Security Rules

Configuring DLP Policies

Overview

Data Loss Prevention (DLP)
DLP Policy Precedence
Exchange DLP Policy
Exchange DLP In Action
OneDrive DLP Policies

Defender For Cloud Apps

Implement Endpoint DLP and Manage DLP Events

Overview
Endpoint DLP

Creating an Endpoint DLP Policy

Deploying Endpoint DLP and Endpoint DLP in Action
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WEEK 3

Global Endpoint DLP Settings
Managing Endpoint DLP
DLP Events in Defender for Cloud Apps

Implementing Data Retention Labels

Overview

Retention Labels

Creating A Retention Label
Creating A Label Policy

Auto-Label Policy

Manually Assigning Retention Labels

Retention Label Activities

Managing Data Retention

Overview

Retention Labels vs Retention Policies

Retention Policies for OneDrive and SharePoint
Retention Policies for Teams

Retention Policies and Tags in Microsoft Exchange
Recovering Contents in Microsoft Exchange Online
Apply Mailbox Holds in Microsoft Exchange Online

Microsoft Exchange Online Archiving Policies

Implementing Records Management

Overview
Records Management
Enabling Regulatory Records

Configuring Labels for Records Management

155 min.
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WEEK 4

Manage and Migrate Retention Requirements
Automatic Retention Using File Plan Descriptors

Implement In-Place Records Management in
SharePoint

Configuring Event-Based Retention

Manage Disposition of Records

Microsoft Purview Communication Compliance

Introduction

Communications Compliance

Communications Compliance Using Microsoft Purview
Configuring MS Purview's Communication Compliance
Investigation and Remediation With MS Purview

Validation

MS Purview's Insider Risk Management Solution

Introduction
What Is Insider Risk Management
How Does It Work?

Configuring MS Purview's Insider Risk Management
Solution

Investigate and Remediate Insider Risk Activities

Validation

Microsoft Purview Information Barriers

Introduction

What Is An Information Barrier

153 min.
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WEEK 5

Planning For Information Barriers

Setting Up Prerequisites For Using Information
Barriers

Create and Manage IB Segments and Policies
Configuring IBs for Apps
Investigating Issues With IB Policies

Validation

Implement and Manage Microsoft Priva

Introduction

What Is Microsoft Priva?

Microsoft Priva Prerequisites

Working With Priva's Privacy Risk Management (PRM)
Using Priva's Subject Rights Requests

Completing A Request In Priva's Subject Rights
Requests

Validation

87 min.
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