
Microsoft Certified:
Information Protection and
Compliance Administrator
Associate (SC-400)

This (SC-400) Microsoft Information Protection Administrator training

covers how to interpret an organization's information protection

requirements and ensure the technical requirements are met to fulfill

them. The SC-400 online course prepares you for the Microsoft

Certified: Information Protection Administrator Associate certification.

CBT Nuggets course material

WEEK 1 158 min.Managing Sensitive Information Types and Trainable
Classifiers

Organizational Requirements for Sensitive 7
Information

Sensitive Information Types 9

Creating Sensitive Information Types 9

Document Fingerprinting 11

Keyword Dictionaries 5

Trainable Classifiers 12

Exploring Exact Data Matches (EDM)

Overview 1

Exact Data Match 6

Exporting Data 6

EDM Schema Creation 7

EDM Sensitive Info Types 6

Export Our EDM Schema 7

Hash and Upload our EDM Data 13

Managing EDM SITs 5

Implementing Sensitive Labels

Overview 1

Sensitivity Labels 14

Creating Sensitivity Labels 15

Publishing Sensitivity Labels 7

End-User Experience 4

Auto Labeling 11

https://cbtnuggets.com/it-training/microsoft-365/sc-400


WEEK 2 151 min.

Enabling Sensitivity Labels for Teams, Groups, and 3
Sharepoint

Label Analytics Tools 4

AIP Unified Labeling Scanner 4

Managing Microsoft Purview and Email Encryption

Overview 1

Microsoft Purview 6

Microsoft Purview In Action 9

Office Message Encryption (OME) 10

Purview Advanced Message Encryption 8

Additional Purview Features 4

Handy Email Security Rules 12

Configuring DLP Policies

Overview 1

Data Loss Prevention (DLP) 14

DLP Policy Precedence 4

Exchange DLP Policy 15

Exchange DLP In Action 4

OneDrive DLP Policies 10

Defender For Cloud Apps 13

Implement Endpoint DLP and Manage DLP Events

Overview 1

Endpoint DLP 10

Creating an Endpoint DLP Policy 9

Deploying Endpoint DLP and Endpoint DLP in Action 6

WEEK 3 155 min.

Global Endpoint DLP Settings 6

Managing Endpoint DLP 13

DLP Events in Defender for Cloud Apps 7

Implementing Data Retention Labels

Overview 1

Retention Labels 16

Creating A Retention Label 9

Creating A Label Policy 8

Auto-Label Policy 6

Manually Assigning Retention Labels 5

Retention Label Activities 5

Managing Data Retention

Overview 1

Retention Labels vs Retention Policies 12

Retention Policies for OneDrive and SharePoint 8

Retention Policies for Teams 3

Retention Policies and Tags in Microsoft Exchange 12

Recovering Contents in Microsoft Exchange Online 4

Apply Mailbox Holds in Microsoft Exchange Online 4

Microsoft Exchange Online Archiving Policies 4

Implementing Records Management

Overview 1

Records Management 12

Enabling Regulatory Records 4

Configuring Labels for Records Management 11



WEEK 4 153 min.

Manage and Migrate Retention Requirements 4

Automatic Retention Using File Plan Descriptors 4

Implement In-Place Records Management in 5
SharePoint

Configuring Event-Based Retention 9

Manage Disposition of Records 4

Microsoft Purview Communication Compliance

Introduction 1

Communications Compliance 4

Communications Compliance Using Microsoft Purview 8

Configuring MS Purview's Communication Compliance 26

Investigation and Remediation With MS Purview 8

Validation 6

MS Purview's Insider Risk Management Solution

Introduction 1

What Is Insider Risk Management 8

How Does It Work? 6

Configuring MS Purview's Insider Risk Management 31
Solution

Investigate and Remediate Insider Risk Activities 13

Validation 7

Microsoft Purview Information Barriers

Introduction 1

What Is An Information Barrier 6

WEEK 5 87 min.

Planning For Information Barriers 6

Setting Up Prerequisites For Using Information 6
Barriers

Create and Manage IB Segments and Policies 6

Configuring IBs for Apps 5

Investigating Issues With IB Policies 7

Validation 1

Implement and Manage Microsoft Priva

Introduction 1

What Is Microsoft Priva? 10

Microsoft Priva Prerequisites 7

Working With Priva's Privacy Risk Management (PRM) 12

Using Priva's Subject Rights Requests 7

Completing A Request In Priva's Subject Rights 15
Requests

Validation 4
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