
AWS Protective Controls

This AWS skills training prepares learners to secure a network with

AWS infrastructure, container, and abstracted services, and covers the

protective controls portion of the AWS Certified Security certification

exam.��This AWS protective control training covers a range of topics

to help you secure services both deep within the stronghold of your

system, like AMI, as well as right on the frontline, like edge hardening

against DDoS attacks.

CBT Nuggets course material

WEEK 1 154 min.AWS Security: Protective Controls

Protective Controls 5

Secure Starting Point: AMIs and UserData 6

Secure Starting Point: Hardening your AMI 6

Generating EC2 Key Pairs 8

Extending EC2 Key Pairs to New Users 5

EC2 Key Pair Rotation and Maintenance 6

Systems Manager: Understanding the Basics 6

Systems Manager: State and Inventory Manager 4

Systems Manager: Automation, Documents, and 7
Parameters

Systems Manager: Getting Started 5

Systems Manager: Launching a new Managed Instance 7

Systems Manager: Run Command and Session Manager 5

Elastic Network Interface Concepts 5

Working with Elastic Network Interfaces 5

VPCs, SGs, and NACLs 6

Public and Private Subnets 5

Internet Access Checklist 7

Internal VPC Traffic Flow 5

VPC External Traffic Flows 4

Three-Tier Web Application 3

Security Group Rules: Three-Tier Web Application 5

Security Group Rules: Admin JumpBox 4

Public Web Server: Creating a VPC 5

Public Web Server: Internet Gateway and Subnet 6

Public Web Server: Routing 7

Public Web Server: Security Group and Rules 5

https://cbtnuggets.com/it-training/aws/protective-controls


Public Web Server: Elastic Network Interface and 6
IP Addresses

Public Web Server: Launching the Server 6

WEEK 2 151 min.

Private Database: Private Subnet 6

Private Database: NAT Gateway Deployment 7

Private Database: Creating a Security Group 6

Management Network 7

Management Network: SSH JumpBox 3

Management Network: Bridge ENIs 7

Management Network: Testing ENI 3

Management Network: SSH Connection Test 6

EC2-Based Network Security Tools 4

Single VPC Network Traffic Filtering 4

Multi-VPC and Multi-Account Traffic Filtering 4

Introducing Transit Gateway 5

Configuring Transit Gateway 4

Sharing a Transit Gateway with an Organization 6

Attaching a Shared Transit Gateway 4

Testing Transit Gateway Connectivity 8

Transit Gateway vs. VPC Peering 6

VPC Endpoints and PrivateLink 7

VPN to Transit Gateway: Overview 6

VPN to Transit Gateway: Configuring VPN Attachment 9

VPN to Transit Gateway: Configuring Linux VPN 8
Gateway

VPN to Transit Gateway: Routing Validation 4

VPN to Transit Gateway: Connectivity Test 5

Denial of Service Attacks and OSI Layers 4

DDoS Infrastructure Attacks 5

DDoS Application Attacks 4

AWS Shield Standard 4

AWS Shield Advanced 5

WEEK 3 56 min.

Reducing your Attack Vector 7

Scaling to Absorb 7

Understanding Normal Behavior and Anomalies 8

AWS WAF: Understanding the Benefits 7

AWS WAF: Basics and Access Control Lists 8

AWS WAF: Rule Conditions 7

Firewall Manager Service: Initial Setup 5

Firewall Manager Service: Security Policies 6
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