
PowerShell

In this advanced Microsoft skills training, you'll learn how to make

command-line and graphical tools from scratch with PowerShell.

PowerShell is a powerful scripting language designed by Microsoft

specifically for systems administrators. Using cmdlets, PowerShell can

do everything the various administration dashboards can do — and

more. PowerShell cmdlets also can be used in larger scripts that

perform automated tasks.

CBT Nuggets course material

WEEK 1 154 min.PowerShell 7 Introduction

Introduction 2

A Brief History of PowerShell 4

PowerShell 7 Overview 3

PowerShell 7 Installation 11

PowerShell Tools 13

Hello, PowerShell! 14

PowerShell Basics

Overview 1

PowerShell Basics Introduction 1

PowerShell Components 3

Objects and Members 6

Variables and Data Types 15

Operators 4

Putting it all Together! 12

Getting Help in PowerShell 7

Overview 1

Getting Help Introduction 1

Get-Help, Update-Help, and Save-Help 15

Syntax and Parameters 15

Get-Command 13

Get-Member 11

Getting Help Challenge 7

WEEK 2 164 min.

https://cbtnuggets.com/it-training/microsoft-windows-server/powershell


The Pipeline!

Overview 1

The Pipeline! Introduction 2

How the Pipeline Works 12

Select-Object 12

Where-Object 14

Pipeline Chain Operators 10

Pipeline Challenges 8

Control of Flow with PowerShell 7

Overview 1

Control of Flow Introduction 2

The If Statement 11

The Switch Statement 11

Looping Through Code 16

The Pipeline vs. Loops 12

Bringing it all Together! 9

Beefing Up PowerShell 7 with Modules

Overview 1

Powershell Can Do More 1

The Principle of Extensibility 11

Exploring Modules and Documentation 12

Working with Modules in PSGallery 15

WEEK 3 162 min.

Working with Binary Modules 11

Summarizing Modules 1

Working with the OS in PowerShell

Overview 1

Working with Your Computer 1

Navigating the File System 12

Working with Files and Directories 19

Working with Environment Variables 13

Digging Deep with CIM 14

Summarizing OS Automation 1

Working with Data in Powershell

Overview 1

Introducing Data Interaction with PowerShell 1

Working with CSVs 9

Working with Excel Files 16

Querying SQL Server 12

Working with JSON 9

Summarizing PowerShell Data Automation Tasks 1

Working with Web Content in PowerShell

Overview 1

Web Operations - A Big Win 1

Perform Web Scraping 12

Download a File From the Internet 8

Working with FTP Operations 15

WEEK 4 154 min.

Making REST API GET Requests 16

Making REST API POST Requests 11

Summarizing Web Automation 1



Manage Active Directory with PowerShell 7

Overview 1

Active Directory, the SysAdmin’s Home 1

Hello, World! Reset a Password 12

Getting and Setting User Details 15

Working with Groups 11

The AD:\ PSDrive 7

Summarizing AD Operations 1

Working with Azure in PowerShell 7

Overview 1

The Cloud - The Next Frontier 1

Connecting to Your Azure Subscription 11

Working with Azure Virtual Machines 10

Working with Azure VNets 5

The Azure Cloud Shell 9

Summarizing Azure and PowerShell 1

Conquer Common PowerShell Tasks

Overview 1

Everyday Tasks in PowerShell 1

Remotely Manage Computers (Even Linux) with 15
PSRemoting

Sending an Email 10

Kicking Off Jobs 10

WEEK 5 151 min.

Summarizing Common PowerShell Tasks 1

Creating Functions like a Boss

Overview 1

Creating Functions like a Boss Introduction 2

Basic Functions 12

Advanced Functions 13

Functions vs. Filters 8

Using Functions with Profiles 11

Best Practices for Writing Functions 10

Scripting like a Ninja

Overview 1

Scripting like a Ninja Introduction 1

Designing a Script 3

Writing a Killer Script 13

Error Handling and Debugging Scripts 15

Executing Scripts 10

Scripting Challenge 9

Real-World Automation with PowerShell 7

Overview 1

Automating Daily Tasks 1

Scenario 1: Daily File Transfers 2

Downloading a File to a Historical Folder 13

Scenario 2: Getting API Data Into SQL 3

Creating the Pokemon Database 15

Summarizing Real-World Automation 1

Working with PowerShell 7 on Linux

Overview 1



WEEK 6 152 min.

Working with PowerShell on Linux 3

Installing PowerShell 7 on Ubuntu 11

Working with the OS 11

Working with Data 9

Working with the Web 8

Summarizing PowerShell on Linux 1

Writing Intellisense for PowerShell Modules

Overview 1

Introduction to PowerShell Intellisense 5

Building Your First Intellisense Handler 8

Making Intellisense Return Dynamic Results 10

Caching Intellisense Results to Improve 15
Performance

Testing Your Intellisense Handlers with 6
TabExpansion2

Completing Multiple Parameter Values at Once 10

Making Intellisense Handlers Reusable 6

Returning More Relevant Intellisense Results 11

Configure Custom Formatting for PowerShell Objects

Overview 1

Why is PowerShell Object Formatting Important? 16

Constructing a PowerShell Formatting File 18

WEEK 7 151 min.

Colorizing Output with PowerShell Format Data 17

Including PowerShell Format Types in Modules 9

Modifying Third-Party Module Formatting 9

Call to Action 2

Build Serverless Functions with PowerShell and AWS
Lambda

Overview 1

Why Use PowerShell with Lambda? 4

Setting Up Your Development Environment 7

Building a Simple AWS Lambda Function with 12
PowerShell

Integrating Lambda with Amazon API Gateway 18

Using Lambda Inputs from API Gateway for Control 7
Flow

Scheduling Lambda Execution with Amazon CloudWatch 6
Events

Cleaning Up Your AWS Account with PowerShell 11

Author PowerShell Modules

Overview 1

Skill Introduction 1

Understanding PowerShell Module Structure 3

Building Your First PowerShell Module 7

Understanding PowerShell Module Manifests 9

Splitting Your PowerShell Module Into Pieces 7

Publishing Your Module to the Gallery 7

Debugging Your PowerShell Module 8

Call to Action 1

Schedule Recurring Tasks with PowerShell

Overview 1



WEEK 8 158 min.

Introduction to Scheduled Tasks on Windows 4

Explore the PSScheduledJobs Module 10

Create Your First PowerShell Scheduled Job 13

Schedule Tasks with schtasks.exe 15

Advanced Scheduling in schtasks 11

Using the ScheduledTasks PowerShell Module 9

Windows Task Scheduling: Review and Conclusion 3

Send Windows Notifications with PowerShell

Overview 1

Introduction to Windows Notifications 2

Installing and Exploring the BurntToast Module 12

Creating Your First BurntToast Notification 13

Customizing Notifications with a Title, Image, and 9
Sound

Enabling Snoozing and Adding Custom Buttons on 8
Notifications

Adding Context Menus to Notifications 8

Building Progress Bars with Windows Notifications 10

Review and Call to Action 3

Monitor Windows Performance Counters and Event
Logs with PowerShell

Overview 1

Introduction to Windows Monitoring 4

Overview of Monitoring Tools in Windows 8

Writing to Windows Event Logs with PowerShell 12

WEEK 9 160 min.

Responding to Events using Windows Task Scheduler 6

Listening for Windows Events using PowerShell 6

Using Windows Event Log Arguments in PowerShell 6
Event Handlers

Finding Performance Counters with PowerShell 10

Retrieving Performance Data with PowerShell 9

Integrating PowerShell with InfluxDB REST API 10

Review and Conclusion 1

Configure Visual Studio Code for PowerShell
Development

Overview 1

Why Use Visual Studio Code? 9

Install Visual Studio Code and PowerShell 9
Extension

Explore the VSCode PowerShell Extension Features 8

Configure PowerShell Extension 10

Pester PowerShell Tests in VSCode 5

Static Code Analysis with PSScriptAnalyzer 7

Git Integration with VSCode 6

Interactive PowerShell Debugging in VSCode 9

Remote Containers with PowerShell 8

Gathering Logs and Sending Feedback 3

Create Terminal UIs with PowerShell

Overview 1

Introduction to PowerShell Terminal User 5
Interfaces (TUIs)

Exploring a PowerShell TUI: Out-ConsoleGridView 7



Examining the PowerShell Host Interface 10

Colored Text Output in PowerShell with ANSI Escape 12
Codes

WEEK 10 157 min.

Adding Emojis to PowerShell Scripts 7

Drawing Unicode Box Characters in PowerShell 9

Helper Functions for Drawing Boxes 4

Implementing Keyboard Controls in PowerShell 9
Terminal UIs

Implementing a Robust Event Loop for PowerShell 6
TUIs

Playing Sound with PowerShell 4

Putting it All Together into an Application 6

Review and Call to Action: PowerShell Terminal UIs 3

Infrastructure Testing with PowerShell and Pester

Overview 1

Why Use Pester for Infrastructure Testing? 5

Setting Up Pester and Pester Test Structure 10

Configure Pester with Preference Variable 7

Write a Simple Ping Test 10

Run Web Endpoint Tests with Pester 11

Run Test Setup and Teardown Tasks 8

Execute Tests by Tag 5

Testing AWS Cloud Resources with Pester 7

Review and Call to Action 2

Building Web Applications with PowerShell Pode
Module

Overview 1

What is the Pode Module for PowerShell? 6

Create PowerShell Pode Dev Environment 7

Create PowerShell Pode Web API Skeleton 7

Expose JSON Endpoint with PowerShell Pode 7

Return Dynamic JSON Data from PowerShell Pode 6

Send HTML Responses from PowerShell Pode 7

WEEK 11 161 min.

Use Query String Parameters in Pode Routes 10

Using Regular Expressions in PowerShell

Overview 1

Intro to Regular Expressions in PowerShell 15

Learn the Matches Automatic Variable in PowerShell 12

Learn the Or Operator in PowerShell Regex 8

Grouping Regex Matches in PowerShell 8

Perform Multiple Matches with PowerShell Regex 14

Automate REST APIs with PowerShell

Overview 1

Intro to Automating REST APIs with PowerShell 15

Run PowerShell Container on Linux VM with Docker 9

Retrieve Open Weather Data with PowerShell 15

Discover Linode VMs via API with PowerShell 12

Create Linode VM via REST API with PowerShell 14



Microsoft PowerShell 4 Foundations

Overview 1

Supplemental File 1

Welcome to PowerShell 4 Foundations! 22

WEEK 12 167 min.

Installing PowerShell 4.0 16

Getting Started 24

Getting Help 26

Commands 18

The Pipeline 17

Objects 27

Extending the Shell 19

Extending Objects 20

WEEK 13 164 min.

Formatting Output 20

The Pipeline Returns 22

Providers 15

WMI & CIM 28

Remoting 22

Jobs 18

Workflows 21

Scripting - Getting Started 18

WEEK 14 172 min.

Scripting - Essentials 34

Scripting - The Real World 28

Desired State Configuration - Getting Started 23

Desired State Configuration - Making it So! 19

Tips, Tools, and Resources 8

Microsoft PowerShell Reference Training (v2-4):
Core Fundamentals of PowerShell

Overview 1

Supplemental File 1

Course Introduction and Lab Setup 8

Windows PowerShell Orientation and Requirements 24

Finding and Discovering Commands 1

Interpreting Command Help 24

WEEK 15 166 min.

Running Commands 26

Working with PSProviders and PSDrives 18

Variables, Strings, Hashtables, and Core Operators 1

Regular Expression Basics 23

Running External Commands: Tips and tricks 11

Learning the Pipeline: Exporting and converting 24
data

Understanding Objects in PowerShell 1

Core Commands: Selecting, sorting, measuring, and 27
more

How the PowerShell Pipeline Works 35



WEEK 16 158 min.

Formatting Command Output 19

Comparison Operators and Filtering 17

Advanced Operators 1

Setting Default Values for Command Parameters 21

Enumerating Objects in the Pipeline 17

Soup to Nuts: Completing a new task 1

Lab A: PowerShell core review 1

Microsoft PowerShell Reference Training (v2-4):
PowerShell Remoting

PowerShell Remoting Basics 1

Persistent Remoting: PSSessions 1

Implicit Remoting: Using commands on another 1
computer

Advanced Remoting: Passing data and working with 1
output

Advanced Remoting: Crossing domain boundaries 1

Advanced Remoting: Custom session configurations 1

Web Remoting: PowerShell web access 1

Lab B: PowerShell remoting review 1

Microsoft PowerShell Reference Training (v2-4):
WMI and CIM

WMI and CIM: WMI, docs, and the repository 1

WMI and CIM: Using WMI to command query qata 1

WMI and CIM: Using CIM command to query data, part 1
2

WMI and CIM: Filtering and WMI query language 1

WMI and CIM: Associations 1

WMI and CIM: Working with CIM sessions 1

WMI and CIM: Executing instance methods 1

Lab C: WMI and CIM review 1

Microsoft PowerShell Reference Training (v2-4):
Background Jobs and Scripts

Background Job Basics: Local, WMI, and Remoting 1
jobs

Scheduled Background Jobs 1

Lab D: Jobs review 1

PowerShell Script Security 26

Prompting for Input, Producing Output 17

Creating Basic Parameterized Scripts 1

PowerShell Scripting: Logical constructs 1

PowerShell Scripting: Looping constructs 1

PowerShell Scripting: Basic functions, filters, 1
and pipeline functions

PowerShell Scripting: Best practices 1

PowerShell Scripting: From command to script to 14
function to module

WEEK 17 164 min.

PowerShell Scripting: Scope 1

PowerShell Scripting: Combining data from multiple 16
sources

Lab E: PowerShell scripting review 1

Microsoft PowerShell Reference Training (v2-4):
Advanced Functions

Advanced Functions: Adding Help 1

Advanced Functions: Parameter Attributes 1



Advanced Functions: Pipeline Input 1

Advanced Functions: Parameter Sets 1

Lab F: Advanced Functions Review 1

Microsoft PowerShell Reference Training (v2-4):
Advanced Scripting

Creating Private Utility Functions and Preference 1
Variables

Adding Error Capturing and Handling to a Function 1

Advanced Error Handling 1

Error Handling the Old Way: Trap 1

Debugging Techniques 1

Creating Custom Formatting Views 1

Creating Custom Type Extensions 1

Working with SQL Server (and other) Databases 1

Working with XML Data Files 1

Supporting –WhatIf and –Confirm in Functions 1

Troubleshooting and Tracing the Pipeline 1

Using Object Hierarchies for Complex Output 1

Creating a Proxy Function 1

Lab G: Advanced Scripting Review 1

Microsoft PowerShell Reference Training (v2-4):
Automating Business Processes

From the Field: Enhanced HTML Reporting 43

From the Field: Trend Analysis Reporting 1

From the Field: Scraping HTML Pages 1

Introduction to PowerShell Workflow 1

Desired State Configuration: The Basics 1

Desired State Configuration: Configuration Scripts 1
and Pull Servers

Desired State Configuration: Writing Resources 1

Controller Scripts: Automating Business Processes 1

Controller Scripts: A Menu of Tools 1

Creating a GUI Tool: The GUI 1

Creating a GUI Tool: The Code 1

Creating a GUI Tool: The Output 1

Creating a GUI Tool: Using Data Tables 1

Lab H: Automating a Business Process 1

Microsoft PowerShell Reference Training (v2-4):
Additional PowerShell Topics and Conclusion

Globalizing a Function or Script 12

Discovering and Using COM Objects 10

Discovering and Using .NET Classes and Instances 14

Using Type Accelerators 12

The Big Gotchas in PowerShell 23

WEEK 18 45 min.

Fun With Profiles 18

Random Tips and Tricks 26
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