Physical Security and
Network Attacks

This entry-level Physical Security and Network Attacks training covers
to identify physical security threats and mitigate network
vulnerabilities. Explore strategies to control access to sensitive data,
secure storage, and implement real-time monitoring. Perfect for
network administrators and IT teams, this cybersecurity course helps
prevent physical and digital attacks, ensuring robust network

protection.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

Common Attack Types

Intro to Common Attack Types
Attack Type Overview

Botnets

DoS and DDoS

Malware

Wireless Attacks

DHCP Attacks

2 Switching Attacks

Physical Security Controls

Overview

Intro to Physical Security
Controls Overview
Detective Physical Controls
Preventive Controls

Asset Disposal

Organizational Documents and Policies
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https://cbtnuggets.com/it-training/cyber-security/physical-security-network-attacks

