WEEK 1 Penetration Testing with Linux Tools (v1.0.2) 151 min.
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Creating a "Pivot Point”
Social-Engineer Toolkit (SET)
Ettercap and Xplico

DNS Spoofing

Hydra
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Kali Linux
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Raspberry Pi & Kali Linux

Scapy

Hping3

Parasite6

IPv6 THC Tools

Custom Password Lists

Hashes and Cracking Passwords
Rainbow Tables and Ophcrack
Wireshark

Virtual Test Environment

Detecting Rootkits

152 min.
18

20
18
13
22
14
15
14
18

163 min.
23

28
15
28
13
18
15
23

69 min.
20

11

Penetration Testing Defined

Overview

What is Penetration Testing?

Modern Threat Landscape

Penetration Testing Methodologies
Penetration Testing Lab Fundamentals
Leveraging the Cloud for Labs
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