Kali Linux Revealed
(PEN-103)

Master Kali Linux and prepare for the the PEN-103 exam. This
associate-level training dives deep into penetration testing, perfect for
cybersecurity pros like pentesters and network security analysts. Learn
how to leverage the Metasploit Framework, fine-tune system
monitoring, and configure Kali at a professional level. Dive in now and

sharpen your advanced Linux skills.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

Introduction to PEN-103

Knowing the Law
Right to Privacy
Keeping Trade Secrets, secret

Challenge

Installing and Configuring Kali

What is Kali?

Picking our Kali

Downloading and installing Kali
Live Kali

Challenge

Metasploit Framework

Kali being used for good

Intro to the Metasploit Framework
Metasploit Startup and Workspaces
Monitoring and discovering networks
Metasploit Modules

Metasploit Options and Payloads

Monitoring with Kali

Kali being used for good

Intro to the Metasploit Framework
Metasploit Startup and Workspaces
Monitoring and discovering networks
Metasploit Modules

Metasploit Options and Payloads

164 min.
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https://cbtnuggets.com/it-training/cyber-security/pen-103

WEEK 2

Monitoring for hidden networks
Using Meterpreter

Challenge

Metasploit Framework Review
Overview

Metasploit Framework
Metasploit on Kali

Systems Without Metasploit
How to Prep the Target

Other Metasploit Add-Ins

Options Outside of Metasploit

Monitoring for hidden networks
Using Meterpreter

Challenge

Metasploit Framework Review
Overview

Metasploit Framework
Metasploit on Kali

Systems Without Metasploit
How to Prep the Target

Other Metasploit Add-Ins

Options Outside of Metasploit

Working with Debian Packages

Introducing Debian Packages

Can we add more to Kali?

165 min.
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WEEK 3

Being APT with Kali

Debian Management
Installing a Debian Package
Working with Sources

Challenge

Advanced Kali Usage

Kali is more than just Metasploit

Using Kali Live in a POSIX-based Environment

Persistent?
Using Kali Live in a Windows Environment

Challenge

Using Kali Legally

Fven in PEN testing, Kali can be a legal problem
Pin point recon within the scope

Casting the wide recon net

Man-in-the-Middle (MitM considerations)
Handling information... all of it

Challenge
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