Microsoft 365 Certified:
Security Administrator
Associate (MS-500)

This Security Administrator Associate (MS-500) training covers how to
manage and implement user, threat, and information protections in
Microsoft 365. This training helped you prepare to be certified as a

security administrator associate for Microsoft 365, a certification that

can prepare you for future roles in security or systems administration.

It has since been retired.
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STUDY PLAN

WEEK 1

WEEK 2

Secure Microsoft 365 Hybrid Environments

Intro
Azure AD Authentication Options
Monitoring Azure AD Connect

Troubleshooting Azure AD Connect

Secure Identities And Authentication Methods

Overview

Implementing Azure AD Group Membership
Implementing Password Management
Implementing MFA Using Conditional Access Policies
Managing And Monitoring MFA

Passwordless Authentication

Implementing Conditional Access

Overview

Conditional Access Policies

Application Based Conditional Access Policies
Configuring Access Management

Configuring Cloud Application Security

Implement Roles And Role Groups

Overview

What Is Role Based Access

Configuring Roles And Role Groups

153 min.
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Implement Azure AD Group Membership

Auditing Roles For Least Privileged Access

Implement Azure AD Identity Protection

Overview

Introduction To Azure AD Identity Protection
User Risk Policies

Implementing Sign-in Risk Policies

Risk Alerts And Detection

Configuring Identity Synchronization

Implementing Microsoft Defender For Identity And
Threat Protection

Overview
Microsoft Defender For EndPoint
Microsoft Defender For Identity Solutions

Integrating Microsoft Defender With Endpoint
Manager

Attack Surface Reduction
EndPoint Security Controls
Disk Encryption And Firewall Policies

Creating Security Baselines

Managing Device and Application Protection

Overview
Introduction To Device And Application Protection
Configuring Microsoft Defender Application Guard

Managing Exploit Protection
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WEEK 3

160 min.
Device Encryption 38
Windows Information Protection 14
Veritying WIP Policy 4

Implementing Microsoft Sentinel and Defender For
Office 365

Overview

Configuring Microsoft Sentinel And Defender For
Office 365

Getting Started With Microsoft Sentinel

Managing And Monitoring With Microsoft Sentinel
Creating Office 365 Security Policies

Using KQL to Analyze Sign in Activities

Conducting Simulated Attacks

Manage Sensitive Information

Overview

What Is A Sensitivity Label

Managing Sensitive Information Types
Configuring Sensitivity Label Policies

Sensitivity Labels Teams, SharePoint ,OneDrive and
Office Apps.

Using The Activity Explorer

Manage Data Loss Prevention

Overview

Working With DLP

Creating DLP Policies In Microsoft 365
DLP Full Functionality Test
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WEEK 4

WEEK 5

Implementing Endpoint DLP

151 min.
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Implement and Manage Microsoft Cloud App Security

Overview

Microsoft Defender For Cloud Apps

Configuring Mass Download Monitoring Policy

Review And Interpret Cloud App Alerts

Connecting Cloud Apps to Microsoft Defender.

Log and Snapshot Reports

Manage Data Governance And Retention

Overview

Configuring Data Retention Labels
Data Classification

Creating Retention Policies
Setting Up A Litigation Hold
Records Management

Microsoft 365 Retention Policies

Managing Regulatory Compliance

Overview

Planning Compliance Solutions
Creating Compliance Assessments
Communication Compliance Policies

Creating Data Loss Prevention Policies
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Creating DSR Cases for GDPR Compliance

Service Assurance

Manage Insider Risk Solutions In Microsoft 365

Overview

Introduction to Insider Risk Solutions In
Microsoft 365

Managing Customer Lockbox

Implementing Customer Lockbox

Managing Communication Compliance
Veritying Communication Compliance
Implementing Insider Risk Management Policies
Creating An Insider Risk Policy

Implementing Information Barrier Policies

Discover And Respond To Microsoft 365 Compliance

Queries

Overview

Working With eDiscovery

Using eDiscovery Content Search
Deleting Malicious Emails
Creating Audit Retention Policies
Usage Reports

Insider Risk Management
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