Networking Fundamentals

In this Networking Fundamentals course, you'll learn how to
implement, maintain, troubleshoot, and repair networks by
understanding different network types and how they work. You'll also
dive into routing and switching essentials like data storage, device
communication, network types, troubleshooting connections, and

comparing virtual and physical networks.
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STUDY PLAN

WEEK 1

TCP/IP Protocol Fundamentals

Benefits of Computer Networking
Physical Network Devices
Introducing a Protocol Stack
TCP/IP Protocol Stack

Using a Protocol Analyzer for Validation

Layer 2 Ethernet Addresses

Overview

Ethernet Address Overview

Discovering Layer 2 Ethernet Addresses
Introducing ARP

Verifying ARP

Layer 3 IPv4 Address Fundamentals

Overview

Introducing IP Addressing
IPv4 Address Bits and Bytes
|Pv4 Address Classes

IPv4 Private Address Space

IPv4 DHCP Fundamentals

Overview

DHCP Concepts
Veritying DHCP
DHCP Reservations

DHCP Relay
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WEEK 2

Layer 2 Switching Fundamentals

Overview

Layer 2 Switch Concepts
Switch MAC Address Table
VLAN Concepts

Layer 2 Ethernet Trunking Fundamentals

Managed and Unmanaged Switches

TCP and UDP Fundamentals

Overview

TCP and UDP QOverview
TCP and UDP Ports
Verifying TCP Headers Lab
Verifying UDP Headers Lab

Configure and Verify IPv4

Overview

Configuring and Verifying IPv4 Overview

Configuring and Veritying IPv4 on Windows

Configuring and Verifying IPv4 on Linux

Configuring and Verifying IPv4 on a Cisco Router

Network Firewall Fundamentals

Overview
Security Appliances
Firewall Concepts

Firewall Access Control Lists
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WEEK 3

Layer 3 Routing on a Firewall

IPv4 Routing Fundamentals

Overview

Layer 3 Router Concepts

Default Routes

Static Routes

Dynamic Routing Protocol Concepts

Demonstrating Distance-Vector Routing (RIP)

Link-State Routing Demonstration (OSPF)

Remote Management Access Fundamentals

Overview

Remote Management Protocols
Demonstrating Remote Management Protocols
Remote Desktop Protocol (RDP) Concepts

Configuring and Verifying RDP Lab

IPv6 Fundamentals

Overview
Introducing IPv6
Using IPv6

Windows IPv4 Troubleshooting Fundamentals

Overview

Troubleshooting Methodology

156 min.
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WEEK 4

Windows IPv4 Troubleshooting Lab
Windows IPv4 Troubleshooting Walk-Through

Plan and Configure a Small Network

Overview

Network Cabling in a Building
Fthernet and Power
Planning a SOHO Network
Configuring a SOHO Network

WiFi Protocols and Security Fundamentals

Overview

Wireless WiFi Channels

Configuring WiFi on the Router/AP

WiFi Options: Protocol, Security, and Management
Configuring WiFi Protocols and Security

Advances in WiFi

Internet Connectivity Options

Overview
Physical Internet Connectivity Options

Wireless Internet Connectivity Options

Internet of Things (1oT) Fundamentals

Overview

Introducing loT
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Demonstrating loT

Third-Party loT Controllers

Networking Tools

Overview
Tools for Working with Network Connectivity

Using Physical and Logical Loopbacks

Secure Clients and Servers

Overview

Working with Clients and Servers
Server Roles

Active Directory

Endpoint Management

Virtual Private Networks (VPNSs)

Email Protocols
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