CompTIA Network+
(N10-009)

This entry-level CompTIA Network+ (N10-009) training prepares
learners to implement basic network configurations, and gain
hands-on experience with skills related to TCP/IP, subnetting, network
devices and troubleshooting techniques. The networking career field
has a ton of different parts: TCP/IP, subnetting, recognizing and
configuring common network devices, basic security configurations,
and more. The best way to prove that you have a strong grasp of all the
different skills and knowledge is with the Network+ certification from
CompTIA. It covers all the essentials without tying you down to a

particular manufacturer or vendor.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

WEEK 2

Using Reference Models

Reference Model Overview

OSl Reference Model

Models and the TCP/IP Protocol Stack
Application Layer Services

Transport Layer Protocols

Network Layer

Data Link Layer

Encapsulation

Hands-on Lab TCP/IP Protocol Stack

Describe Services, Protocols, and Ports

Intro to Services, Protocols, and Ports
Services, Protocols, and Ports Overview
DHCP, DNS, FTP, and HTTP

NTP, SMB, and SSH

Hands-On Lab Services, Protocols, and Ports

Describe Network Appliances

Intro to Network Appliances

Network Appliances Overview

Layer 2 Ethernet Switch
Layer 3 IP Router
Firewalls

Hands-on Lab Network Appliances
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WEEK 3

Describe Network Media and Connectors

Intro to Network Media and Connectors
Media and Connectors Overview
Wireless Media for Networking

Wired Network Connections

Cable Connectors and Transceivers

Hands-on Lab

Compare Network Topologies

Intro to Network Topologies

Network Topologies Overview

3-Tier Hierarchical Topology

Data Center Spine-Leaf Topology
Wide Area Network (WAN) Topologies
Hands-On LAB

Understand IPv4 Addressing

Intro to IPv4 Addresses

IPv4 Address Overview

Converting Binary to Decimal
Converting Decimal to Binary
IPv4 Mask

Applying IPv4 Addresses
Hands-on Lab

Understand IPv4 Subnetting

Intro to IPv4 Subnetting
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WEEK 4

IPv4 Subnetting Overview

The Finger Game for a Longer Mask
Determine Block Size with New Mask
Ranges and Addresses for New Subnets

Hands-On Lab for Subnetting

Describe IPv6 Addressing

Intro to IPv6 Addresses

[Pv6 Overview

Using Hexadecimal

IPv6 Addresses

Configure an IPv6 address on Windows
Configure an IPv6 address on a Router

IPv6 lab

Describe L3 Routing Options

Intro to L3 Routing Technologies
L3 Routing Overview

Directly Connected Networks
Static IPv4 Routes

RIP Routing

EIGRP Routing

OSPF Routing

BGP

Routing Technologies Lab

Describe L3 Route Selection

Intro to L3 Route Selection
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WEEK S5

Route Selection Overview
RIP Learned Routes
OSPF Learned Routes
EIGRP Learned Routes
eBGP Routes

Static Routes

Routers Choose the Longest Match From the Routing

Table

Hands-on Lab

Describe FHRPs

Intro to FHRPs
FHRP Overview

Configure HSRP
Verifying HSRP
Configure VRRP
Veritying VRRP
Hands-on Lab FHRP

Describe Address Translation

Intro to Address Translation
Address Translation Overview
Inside and Outside Interfaces
Static NAT

Dynamic NAT

Port Address Translation (PAT)
NAT-PAT lab
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WEEK 6

Configure L2 VLANSs

Overview of Layer 2 VLANs
Game Plan

Create New VLANS

Assign Switch Ports to VLANS
Create L3 SVI for VLANs

Create and Use a Voice VLAN
VLAN LAB

Use 802.1Q Trunking and LACP

Intro to 802.1Q Trunking

802.1Q Trunking Overview

Understanding 802.1Q Trunking
Configure 802.1Q Trunking

Understand Link Aggregation

Configure Link Aggregation Protocol (LAG)
Hands-on LAB Trunking and LAG

Understand Spanning Tree

Intro to Spanning Tree Protocol (STP)
Spanning Tree Overview

Selecting the Root Bridge (Switch)

Selecting the Root Ports (on a non-root bridge)

Choosing a Designated Port
Changing STP Topology
Hands-on STP lab
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WEEK 7

WEEK 8

Use Wireless LAN Technologies

Intro to Wi-Fi and Wireless LAN Technologies

Wi-Fi Overview

Channels and Frequency Ranges
Network Types

Service Set Identifiers

Wi-Fi Authentication and Encryption
Overlapping and Wi-Fi

Validation Challenge for Wi-Fi

Use Dynamic IP Addressing

Intro to Dynamic IP Addressing

Dynamic Addressing Overview

Game Plan

Using a Router as a DHCP Server

Using Windows Server for DHCP Services
Using a DHCP Relay

Using IPv6 SLAAC

Dynamic Addressing Lab

Implement DNS Services

Intro to Domain Name System (DNS)

DNS Overview

DNS Zones
DNS Records

154 min.
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WEEK 9

Packet Captures of DNS
DNS Protocols

Using a Hosts File

DNS Hands-on Lab

Compare Network Access Methods

Intro to Network Access Methods
Network Access Overview
Console Access

Using SSH

Using a GUI

Using an IPsec VPN

APIs

Hands-on Lab using a VPN

Explain Security Concepts

Intro to Security Concepts
Security Concepts Overview

Logical and Physical Security

Deception Technologies
Common Security Terminology
Network Segmentation Enforcement

Lab for Network Security Concepts

Summarize Network Attacks

Intro to Network Attacks
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WEEK 10

Network Attacks Overview
DoS and DDoS Attacks
VLAN Hopping

MAC Flooding

ARP and DNS Attacks
Rogue Devices and Services

Hands-on Lab

Apply Network Defenses

Intro to Network Defenses

Network Defenses Overview

Device Hardening

Using Network Access Control (NAC)

Security Rules

Hands-on Lab

Explain Troubleshooting Methodologies

Intro to Troubleshooting Methodologies
Troubleshooting Methodologies Overview
|dentify the Problem

Establish a Theory

Test the Theory to Determine Probable Cause

Establish a Plan of Action and Resolve the Problem

Documentation and Lessons Learned

Hands-on Lab
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WEEK 11

Troubleshoot Layer 1 Issues

Intro to Troubleshooting Layer 1

Troubleshooting Cabling and Interface Issues
Overview

Cable Issues
Interface Issues
Hardware Issues
CDP and LLDP
Hands-on Lab

Troubleshoot Network Services

Intro to Troubleshooting Network Services
Troubleshooting Network Services Overview
Troubleshooting Switching Issues

[P Route Selection

Address Pool Exhaustion

Incorrect IP Information

Hands-Lab

Troubleshoot Performance Issues

Intro to Troubleshooting Performance Issues
Performance Troubleshooting Overview
Network Bandwidth

Network Congestion and Contention
Latency, Packet Loss, and Jitter

Cisco Service Level Agreements (SLAs)
Troubleshooting Wireless

Performance Troubleshooting Hands-on Lab
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WEEK 12

WEEK 13

Use Tools for Troubleshooting

Intro to Tools for Troubleshooting

Troubleshooting Tools Overview

Software Tools
Hardware Tools
Basic Networking Device Commands

Hands-on LAB

Use Cloud Services

Intro to Using Cloud Services

Cloud Computing and Services Overview
Cloud Deployment Models

Cloud Service Models

Network Functions Virtualization (NFV)
Networking Security

Scalability and Elasticity

Lab to Reinforce Cloud Services

Understand Physical Installations

Intro to Physical Installations
Physical Installations Overview
IDFs and MDFs

Racks

Power Considerations
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WEEK 14

Environmental Factors

Physical Installation Validation

Understand Modern Networks

Intro to Understanding Modern Networks
Modern Networks Overview

Software Defined Networking (SDN)

Virtual Extensible Local Area Network (VXLAN)

SASE and Security Service Edge (SSE)
Infrastructure as Code (laC)

IPv4 to IPv6 Migration Tools

Modern Networks and a Customer Scenario

Use Processes and Procedures

Intro to Processes and Procedures
Process and Procedures Overview
Network Documentation

Change Management
Configuration Management

Hands-on Lab

Use Network Monitoring

Intro to Network Monitoring

Network Monitoring Overview

Simple Network Management Protocol
NetFlow (Flow Data)

Port Mirroring and Packet Captures

Network Monitoring Lab
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Understand DR Concepts

Intro to Disaster Recovery (DR) Concepts
Disaster Recovery Overview

DR Metrics

DR Sites

High-Availability (HA) Approaches
Hands-on LAB
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