Juniper JNCIS-ENT:
Enterprise Routing and
Switching Specialist
(JNO-351)

This Enterprise Routing and Switching Specialist (JN0-351) JNCIS-ENT
Juniper Certification training covers how to configure, monitor or
troubleshoot enterprise network functionality with specialized
knowledge of routing and switching protocols, codexes and concepts.
The JNCIS-ENT certification is perfect for a network administrator

working on an enterprise Juniper network.
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STUDY PLAN

WEEK 1

Configure Layer 2 Switching on Junos

Intro Junos Switching

A Layer 2 Refresher

EX-Series: Create VLANS

EX-Series: Configure Access and Trunk Ports
EX-Series: Inter-VLAN Routing

EX-Series: Configure the Voice VLAN

MX: Configure VLANSs

MX: Configure Access and Trunk Ports

MX: Inter-VLAN Routing

Now Do It With QFX-Series Switches

Summarizing Junos Switching

Configure Layer 2 Security on Junos

Overview

Introducing Layer 2 Security
Do We Really Need it?

DHCP Snooping

MAC Address Limiting
Other MAC Limiting Mechanisms
Dynamic ARP Inspection

|P Source Guard

MACsec

Storm Control

Interface Firewall Filters
VLAN Firewall Filters

Summarizing Layer 2 Security
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https://cbtnuggets.com/it-training/juniper/jncis-ent

WEEK 2

Deploy LACP on Junos Devices

Overview
Introducing 802.3ad (or 802.1ax) on Junos
LACP Foundations

Create Aggregated Ethernet Interfaces
Deploy LACP on EX-Series Switches

Deploy LACP on QFX-Series Switches
Deploy LACP on MX-Series Routers

Deploy LACP Between Cisco I0S and Junos
Summarizing LACP Deployment
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Deploy Multi-Chassis Link Aggregations (MC-LAG) on

Junos Bridges

Overview

Introducing MC-LAG

The Benefits of MC-LAG Explained

MC-LAG State Types

Configure the CE LAG

Configure the Inter-chassis Link (ICL) for MC-LAG

Configure Inter-Control Center Communications
Protocol (ICCP)

Configure Active-Standby LACP and MC-AE Interface
Settings

Validating the Configuration
Configure Active-Active MC-LAG
Summarizing MC-LAG
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WEEK 3

Understand and Configure Spanning Tree Protocol

(STP)

Overview

Everyone Hates Spanning Tree Protocol
STP Foundations

STP Key Terms

How Spanning Tree Builds the Tree
RSTP Port States and Roles

VSTP Deployment

MSTP

Deploy Junos VSTP and Cisco PVST+
Protecting STP

Summarizing STP

Advanced Routing Concepts on Junos

Overview

Introducing Advanced Routing Options
Fnable Per-Flow Load Balancing

Load Balancing Static Routes

Backup Static Routes and Default Settings
Martian Routes

Aggregate Routes

Generate Routes

Configure Routing Instances

Configure Route Leaking

Summarizing Advanced Routing

151 min.
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WEEK 4

Design and Configure OSPF on Junos

Overview

Introducing OSPF on Junos

The OSPF State Machine

Designated Routers and Backup Designated Routers
Link State Advertisements and LSA Flooding

OSPF Area Types

Securing OSPF

Summarizing OSPF on Junos

Design and Deploy IS-IS on Junos

Overview

Introducing IS-1S on Junos

The ISO CLNS Levels

|S-IS Areas

S Adjacency Formation and Behaviors
Configuring the NET Address
Configuring Level 1 IS Adjacencies
Configuring Level 2 IS Adjacencies
Configure Level 1-2 Borders

Configure IS-IS Authentication

Summarizing 15-1S

Configure Basic BGP on Junos

Overview
Introducing BGP
Why BGP Exists
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WEEK 5

Configuring Basic BGP Adjacencies (Multi-Vendor)

Group Types (aka, eBGP vs iBGP)
Advertising Prefixes

Next-Hop Self

Where MPLS Fits In

A Note About iBGP Scaling Problems

Summarizing BGP Configurations
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Understand the BGP Best Path Selection Algorithm

Overview
First Things First...

Local Preference

Accumulated Interior Gateway Protocol (AIGP)
AS-PATH (Like a Hop Count)

Origin Code

Multi-Exit Discriminator (MED)

eBGP vs IBGP

Lowest IGP Metric (Closest Exit)

Oldest Path

Router ID

Cluster List

|P Address

Summarizing BGP Best Path Selection

154 min.
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Explore and Configure Junos Tunneling Technologies

Overview



WEEK 6

Introducing VPNs

The Point of Tunnels

Enable Tunneling on MX Routers
Configure an IP-IP Tunnel

The GRE Protocol Explored
Configure GRE Tunnels

Enable an IGP Over GRE

Tunnel IPv6 Over IPv4 Using GRE
Tunnel Frames Over GRE
Tunnel MPLS Over GRE

Summarizing Tunnels

Understand Junos Chassis High Availability

Techniques

Overview
Introducing Junos Resiliency

VRRP Fundamentals

Configuring VRRP

Graceful Restart

Graceful Routing Engine Switchover (GRES)

Nonstop Active Routing (NSR)
In-Service Software Upgrade
Virtual Chassis

Summarizing Junos Resiliency

Configure IPv6 Services on Junos

Overview
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Introducing IPv6
IPv6 Address Formats

Common IPv6 Address Families

Stateless and Stateful Addressing

Configuring IPv6 Addresses on Junos Interfaces

Configuring IS-IS for IPv6
Configuring OSPFv3
Configuring BGP with IPv6

Summarizing IPve
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