Juniper JNCIP-ENT:
Enterprise Routing and

Switching Professional
(JNO-649)

This JNCIP-ENT (JNO0-649) training covers how to use IP telephony
features, L2 authentication and access controls, ethernet switching, IP
multicast, and other objectives in the JN0-649 exam, which is the one
required exam to earn the Juniper Certified Professional: Enterprise
Routing and Switching (JNCIP-ENT) certification. For Networking pros
working with Juniper products, this JNCIP-ENT training can be used

for JNO-649 exam prep, or as part of a team training plan.
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STUDY PLAN

WEEK 1

WEEK 2

Advanced OSPF Foundations

Introducing Advanced OSPF on the JNCIP
OSPF Design Considerations

A (not so) Basic OSPF Deployment

OSPF Packet Types and LSAs

Verify LSDB Contents and Protect the LSDB
SPF Tuning

Metric Tuning

Rotating Authentication Keys

Summarizing Advanced OSPF Foundations

Advanced OSPF Configurations and Use Cases

Overview

Introducing Advanced OSPF Configurations
OSPF Area Types

Route Summarization

Route Filtering

Multi-Area Single Adjacency

Virtual Links

Route Redistribution

Summarizing Advanced OSPF Configuration

Troubleshoot OSPF on Junos

Overview

Introducing Troubleshooting OSPF

151 min.
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WEEK 3

Refreshing the Adjacency State Machine
Missing Interfaces

Missing Neighbors

Stuck Adjacencies

Adjacency Debugging

TCPdump for OSPF

Check on the Routing Outputs

Summarizing OSPF Troubleshooting

Advanced IS-IS Foundations

Overview

Introducing Advanced IS-IS Foundation
Multi-Level IS-IS Refresher

|S-IS Packet Types

Basic Multi-Level IS-IS Deployment on JUNOS

LSPDU Contents and Common TLVs
PDU Flooding and Mesh Groups
Metric Tuning

Validating IS-IS Config and LSDB

Hierarchical Authentication

Summarizing Advanced IS-IS Foundations

Advanced IS-IS Configurations

Overview

Introducing Advanced IS-IS Configurations

How the SPF Algorithm Works
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The Partial SPF Run

Wide Metrics

The Overload Bit

Route Redistribution

Leak Routes from Level 2 to Level 1
The Up/Down Bit

Route Summarization

Summarizing Advanced IS-IS Config

Advanced BGP Foundations

Overview

Introducing BGP Foundations

The Point of BGP (Refreshed)

BGP Messages

BGP Advertisement Rules

Next Hop Solutions in iBGP

A Basic BGP Config on Junos

BGP Best Path Selection Crash Course
BGP Authentication

Summarizing BGP Foundations

Advanced BGP Configurations and Policies

Overview

Introducing BGP Manipulation and Engineering
Configure GTSM

Dynamic Neighbor Adjacencies

BGP Database Protection
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WEEK 4

BGP Attribute Types

Configure Local Preference Policies
AS PATH: Loops

AS Override

Remove Private ASs

AS PATH Prepend and Expand
Route Aggregation

Summarizing BGP Attributes

155 min.
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Advanced BGP Attribute and Community Manipulation

Overview

Introducing (more) Attribute Configurations
RegEx and AS Paths

Origin Code

MED (Multi-Exit Discriminator)

BGP Communities Fundamentals

No Advertise Community

No Export (Subconfed) Community

Custom Communities for Grouping NLRIs

Summarizing Advanced BGP Manipulations

BGP Scaling Solutions

Overview

Introducing BGP Scaling

The Point of Route Reflectors
Configuring Route Reflectors on Junos
Design: Full Mesh Core

Design: Redundant Route Reflectors Within a
Cluster
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WEEK 5

Design: Hierarchical Route Reflectors

Design: Full Mesh Cluster with Redundant Route
Reflectors

Design: Virtual Route Reflectors

Optimal Route Reflection (ORR)
Confederations

Summarizing BGP Scale

Understand and Configure BGP FlowSpec

Overview

Introducing FlowSpec

The Point of BGP FlowSpec (and DDoS Attacks)
Prepare for BGP FlowSpec

CE: Configure Flow Specification

CE: Create and Export FlowSpec Policy

PE: Create a Community

PE: Create an Import Policy

Validate FlowSpec

Generating FlowSpecs Internally for Clients

Summarizing FlowSpec

Understand and Configure BGP Route Damping

Overview

Introducing BGP Route Damping
The Impact of Flapping Routes
Figures of Merit

Enable BGP Route Damping

151 min.
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WEEK 6

Create Custom Damping Profiles 9
Create and Apply Damping Policies 8
Validate Route Damping 6
Summarizing BGP Route Damping 1
Understand Multicast Routing Fundamentals
Overview 1
Introducing Multicast Routing 3
157 min.
The Point of Multicast 10
Multicast Key Terms 14
Multicast Addressing (Layer 3 and Layer 2) 11
IGMP 3
Dense Mode (and Source Trees) 6
Sparse Mode (and Shared Trees) 6
Unicast RPF Check 7
Summarizing Multicast Routing Fundamentals 1
Deploy Advanced Multicast Configurations on Junos
Overview 1
Introducing Advanced Multicast Configurations 1
Deploy IGMP Snooping 7
Deploy PIM Dense Mode 10
Deploy PIM Sparse Mode 13
Deploy AutoRP 14
Deploy Bootstrap Router (BSR) 6
Source-Specific Multicast (SSM) 7

WEEK 7

Summarizing Multicast Configurations

Understand Class of Service (CoS) Deployments on

Junos

Overview

Introducing Class of Service
How CoS Works
A Closer Look at DSCP and Queueing

Create a CoS Classifier

Classifying Based on IP Header Fields
A Closer Look at Schedulers
Re-Write Rules

Drop Profiles

Policers

Summarizing CoS on Junos

Advanced VLAN Designs and Configurations

Overview

Introducing VLAN Considerations
A Layer 2 Refresher

How Private VLANS are Different
Primary and Secondary VLANs
PVLAN Port Designations

PVLAN Configuration

PVLAN Validation

Understanding MVRP

Enabling MVRP

152 min.
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WEEK 8

Summarizing Advanced VLAN Designs and Deployments 1

IP Telephony on Junos

Overview 1
Introducing IP Telephony on Junos 1
VOIP Deployments and Considerations 9
PoE and PoE+ 12
PoE Modes and Classes 11
Configure PoE 6
Validate PoE 5
LLDP Foundations 7

151 min.
LLDP Frame Structure 8
LLDP-MED 5
Configure LLDP and LLDP-MED 5
Voice VLAN Refresher 5

summarizing IP Telephony on Junos 1

Layer 2 Authentication and Access Controls on
Junos

Overview 1
Introducing Network Access Controls 1
Layer 2 Vulnerabilities 7
Understanding RADIUS 7
802.1X Foundations 12
Supplicant Modes on Junos 6
VLAN Operations in 802.1X /

MAC Authentication Bypass 4

WEEK9

Configure 802.1X

Configure Guest VLAN Operations
Configure MAB

Captive Portal Foundations

Summarizing Layer 2 Access Controls

Advanced Spanning Tree Protocol

Overview

Introducing Advanced STP Deployments
What Happened to Load Balancing?

The Point of MSTP

Regions and MSTIs

CSTand IST

The Steps to Deploy MSTP on Junos
Configure MSTP

Validate and Troubleshoot MSTP

VSTP Foundations
VSTP Configuration Refresher

Summarizing Advanced STP Deployments

Layer 2 Tunneling Techniques on Junos

Overview

Introducing Layer 2 Tunneling Technigues
The Problem with VLANS

The Point of Q-in-Q

Q-in-Q Key Terms
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WEEK 10

Q-in-Q Frame Walk

Configure Q-in-Q on PE and CE
Configure Q-in-Q on S-VLAN Bridges
Validate Q-in-Q

L 2PT Foundations

Summarizing Layer 2 Tunneling Techniques

Troubleshoot Layer 2 Issues on Junos

Overview

Introducing Layer 2 Troubleshooting

What it Means to Troubleshoot

Process and Control Plane Monitoring
Syslog

Port Mirroring

sFlow

SNMP

Netconf and Streaming Telemetry

Juniper Technical Assistance Center (JTAC)

Summarizing Troubleshooting L2 Issues

Evaluate Enterprise Network Designs

Overview

Introducing Enterprise Campus Network Designs
The Traditional Model

The Three S's of Network Design

A Closer Look at STP's Impacts
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WEEK 11

The Transition Away from STP

Re-shaping the Enterprise for Layer 3 Everywhere
EVPN-VXLAN for Everyone

Underlay Design Considerations

Spine-Only vs. Spine-Leaf Architecture

Summarizing Enterprise Network Designs

Laying a VXLAN Foundation

Overview

Introducing VXLAN

Layer 2 Everywhere... and the Problem
Separating Data Plane from Control Plane
VXLAN's Key Terms

VXLAN Deployment Designs (aka the Spine-Leaf
Architecture)

Deciphering the VXLAN Packet
Interacting with Control Planes
Layer 2 and Layer 3 Gateways

Summarizing VXLAN Foundations

Laying the EVPN Foundation for EVPN-VXLAN

Overview

Introducing the Control Plane - EVPN
Why EVPN Wins

EVPN Key Terms

EVPN Packet Types

The Type 2 NLR]
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The Type 3 NLRI
The Type 4 NLRI
The Type 1 ESINLRI
The Type 1 EVINLRI

Summarizing EVPN

Deploy Spine-Only EVPN-VXLAN on Junos

Overview

Deploying the Spine-Only EVPN-VXLAN Fabric
Make a Plan of Attack

Start with the Underlay

Build out MP-BGP

Configure the LAGG (and ESI) on the Spine Devices
Configure the LAGG on the Leaves

Configure the VLANs and VNIs

Configure the Layer-3 Anycast Gateways
Configure the EVPN Protocol

Configure the VXLAN Switching Options

Test the Configuration

Ssummarizing Spine-Only EVPN-VXLAN Deployment

Deploy Spine-Leaf EVPN-VXLAN on Junos Devices

Overview

Introducing EVPN-VXLAN Spine-Leaf Configuration
The Plan of Attack

Setting the Underlay

Configuring MP-BGP

Configuring VLANs and VNIs

Configure the Anycast Gateway
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WEEK 12

Configure EVPN
Configure VXLAN

Validate the Configuration

Summarizing EVPN-VXLAN Spine-Leaf Deployment
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Deeper Validation and Troubleshooting EVPN-VXLAN

on Junos

Overview

Introducing EVPN-VXLAN Troubleshooting

The Basics of Show Route

The Type 1 AD-ESI NLRI

The Type 1 AD-EVI NLRI

The Type 2 NLR]

The Type 3 NLRI

The Type 4 NLRI

Exploring Host IP Addresses and Layer 3
VTEP Interfaces and VLANSs

VXLAN VTEP Operations

Summarizing EVPN-VXLAN Troubleshooting

66 min.
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