
Intermediate GitLab and
Git Tutorial

This Intermediate GitLab and Git tutorial enhances your source control

and GitLab proficiency, helping you move from junior-level projects to

senior-level DevOps tasks. Learn advanced Git techniques, repository

management, and the inner workings of Git. Perfect for junior DevOps

admins or experienced professionals looking to expand their skill set

and stay ahead in the field.

CBT Nuggets course material

WEEK 1 152 min.Understanding Git Internals

Intro to Git Internals Concepts 10

Explore the Git Database Folder 8

Explore Git Commit and Blob Objects 10

Understanding Git Trees and Subtree References 10

Explore Git Branch Pointer Internals 9

Understanding Git Submodules

Overview 1

Intro to Git Submodules 8

Create Git Submodule Repository Reference 9

Understanding Git Submodule Updates in Parent 8
Repository

Set Git Submodule to Use Branch Tracking 9

Perform Recursive Git Clone with Submodules 12

Remove Git Submodule References from Parent 4
Repository

Deep Dive into Git Commit Techniques

Overview 1

Intro to Advanced Git Commit Techniques 9

Staging and Unstaging Files for Git Commits 10

Interactively Stage Changes with Git Add 5

Modify Previous Git Commits 9

Advanced Git Log Parameters 11

Create Useful Git Log and Commit Aliases 7

WEEK 2 154 min.

https://cbtnuggets.com/it-training/devops/intermediate-gitlab-git-tutorial


Learn Configuration Options for Git CLI

Overview 1

Intro to Git CLI Configuration 4

Understanding Git Configuration File Scopes 8

Configure Preferred Git Text Editor 9

Set Default Git Branch and Command Autocorrect 9

Configure Git Merge Tool for Conflict Resolution 10

Use Short Git Status and Disable Output 8
Colorization

Configure Git Lifecycle Hooks

Overview 1

Intro to Git Lifecycle Hooks 10

Understanding Default Git Hooks Structure 9

Prevent Git Commits With Too Many Files 9

Prevent Git Commits from Large Repositories 11

Change Your Git Hooks Directory 5

Modify Git Commit Message with commit-msg Hook 9

Working with Large Binary Files in Git

Overview 1

Intro to Git Large File Support (LFS) 12

Install Git LFS on Linux and Windows 9

Register Git LFS in Git Repository 6

Commit Binary Image Files Into Git LFS 9

Migrate Binary Files from Git into Git LFS 11

WEEK 3 158 min.

Lock Files for Changes with Git LFS 8

Securely Handling Secrets in Git Repositories

Overview 1

Intro to Handling Secrets in Git Repositories 9

Install Git Secret CLI on Linux Dev Systems 9

Generate GPG Encryption Keys 8

Encrypt Secret File and Push Changes to GitLab 9

Decrypt Git Secrets as Secondary Dev User 11

Encrypt Secrets in Reverse Direction 5

Using Git In The Terminal with Vim

Overview 1

Intro to Vim and Git Plugins 10

Setting Up Vim on Linux 9

Install Vim-Plug Plugin Manager 7

Install Vim Airline Status Bar Plugin 10

Install Vim Git Gutter Plugin 7

Using Vim Fugitive Plugin for Git Operations 9

Mirror GitLab Repositories

Overview 1

Intro to GitLab Repository Mirroring 9

Setting Up Push Mirroring with SSH Protocol 11

Repo Mirroring with HTTPS and Personal Access 7
Tokens

Setting Up Pull Mirroring with GitLab Ultimate 6

Push Mirroring from GitLab to GitHub with Fine- 8
Grained Tokens

WEEK 4 153 min.

Monitoring Self-Hosted GitLab Mirroring 7



Manage GitLab Repositories with Lazygit CLI

Overview 1

Intro to Lazygit CLI 10

Setting Up Lazygit on Linux Server 10

Working with Git Commits in Lazygit 9

Manage Git Branches with Lazygit CLI 12

Alter Git Commits and Tags with Lazygit 8

Manage GitLab Repositories with Atlassian
SourceTree

Overview 1

Intro to Atlassian SourceTree 8

Install Atlassian Sourcetree on Windows 8

Connect Sourcetree to GitLab Repo with SSH 9

Working with Git Branches from Sourcetree 10

Manage Git Tag Pointers with Sourcetree 10

Temporarily Stash Git Changes with Sourcetree 7

Understanding GitLab Authentication with LDAP

Overview 1

Intro to GitLab Authentication Options 10

Create LDAP Directory Service User Accounts 9

Test Connectivity to LDAP Directory Service with 10
Linux CLI

Modify GitLab Configuration File with LDAP Details 10

WEEK 5 61 min.

Logging Into GitLab WebUI with LDAP Users 8

Overview of Security Features in GitLab

Overview 1

Intro to GitLab Security Features 11

Understanding Dependency Scanning in GitLab 10

Configure Static Application Security Testing in 10
GitLab

Enable Secrets Detection in GitLab CI/CD Pipelines 9

Parsing GitLab Vulnerability Reports with 10
PowerShell
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