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WEEK 2

Intro to Exploitation

Mapping Vulnerabilities to Potential Exploits
Prioritizing Pentest Activities

Implementing Exploits

Learning Password Cracking Methods

Understanding Social Engineering
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Explain Weaknesses Inherent to Specialized Systems

Overview

Intro to Specialized Systems
Understanding ICS and SCADA
Considering Mobile Devices
EFmbedded and Real-Time Devices
Utilizing 10T Devices

Understanding POS Device Weaknesses

Vulnerability Management Activities
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Vulnerability Scans

Security Content Automation Protocol (SCAP)

Assessments
Patch Management

Information Sources

Vulnerability Assessments and Pentesting
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Vulnerability Assessment vs Pentesting
Testing Methods

Pentesting: Post Exploit

Vulnerability Assessment Tools

Some Pentesting Tools

Vulnerability Assessments and Pentesting
Requirements

Vulnerability Analysis and Mitigation

Overview

Common Software Vulnerabilities
Race Conditions

Cryptographic Vulnerabilities
Software Development Vulnerabilities
Web Application Attacks

VM and Network-Based Attacks

12

13

13

Last updated 12.3.2024



