Learn Active Directory:
Hybrid Active Directory
Domain Services Training

This Learn Active Directory: Hybrid Active Directory Domain Services
training covers how to support your hybrid infrastructure with an
Active Directory Domain Services environment that provides identity

confirmation for your users.

CBT Nuggets course material 9

STUDY PLAN

WEEK 1

WEEK 2

Introducing and Installing Active Directory 152 min.

Overview 1
Course Supplemental Files 1
What is Active Directory? 9
What's New in Active Directory? 9
Installing Active Directory 27
Installing a New Tree or Child Domain 15

Active Directory Management Tools and Read-Only
Domain Controllers

Overview 1
Active Directory Management Tools 21
Installing AD DS Management Tools 9
Read-Only Domain Controller Overview 14
RODC Installation and Configuration 23

Domain Controllers in Azure and Flexible Single
Master Operation

Overview 1
Domain Controllers in Azure 19

154 min.
Flexible Single Master Operation Part One 19
Flexible Single Master Operations Part Two 9
Transfer a FSMO Role 20
Seize a FSMO 12


https://cbtnuggets.com/it-training/microsoft/hybrid-active-directory-domain-services

WEEK 3

Domain/Trust Relationships

Overview 1
Domain Relationships 11
Trusts and Direction 11
Create a Trust 18
Verify a Trust and Selective Authentication 9

Active Directory Sites and Replication

Overview 1
Intrasite Replication 5
Intersite Replication 21
Advanced Site Topics 15

158 min.
Replication Quiz 6

Manage User Accounts and Join Computers to a
Directory

Overview 1
Supplemental File 1
User Account Basics 11
Edit a User Account 10
Automate User Account Creation 13
Limitations of Joining Computers to AD 7
Use Commands to Join a Domain 12

Managing Groups in Active Directory

Overview 1

Introducing Active Directory Groups 5

WEEK 4

Default Active Directory Group Accounts
Group Scope
Use PowerShell to Manage Groups

Implement Group Managed Service Accounts

Implement the Azure AD Connectors

Overview
Introducing Azure AD Connect
Synchronize the Azure AD Connect Tool

Password Hashes

Azure AD Connect Health
Synchronization Service Manager

Implement Azure AD Connect Cloud Sync

Integrate AD DS, Azure AD, and Azure AD DS

Overview

Integrate AD DS, Azure AD, and Azure AD DS
Why and When to Use Azure AD DS

Deploy the Managed Domain in Azure
Configure VNet DNS Settings

Join an Azure VM to the Managed Domain
Remote Server Admin Tools

Fix Azure AD Connect

Other Security Considerations for Azure AD DS

Summarize Azure AD DS Integration
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WEEK 5

Implement Group Policy in AD DS

Overview

Introduction to Group Policy

Group Policy Processing

Group Policy Scope of Management

Processing Adjustments

Processing Adjustments: WMI and Security Filtering

Implement Group Policy Preferences in AD DS

Overview

Group Policy Preferences Overview Part 1
Group Policy Preferences Overview Part 2
See Group Policy Preferences in Action

How to Survive Red Light, Green Light
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