
Governance, Risk, and
Compliance

This Governance, Risk and Compliance training covers how to manage

your organization's compliance-related requirements and balance

them with operational risks to provide cost-efficient and

in-compliance results. For systems administrators and security

professionals, compliance is much more than ensuring that the right

people are getting the right data — this training shows you how to

prove your work, verify data integrity, and more.

CBT Nuggets course material

WEEK 1 157 min.Standards, Regulations, & Controls

Intro to Standards, Regulations, & Controls 1

Control Types 11

Control Functions 11

Regulations, Standards, and Legislation 13

Key frameworks 8

Benchmarks and Guides for Secure Configuration 13

Quiz and Review 7

Policies for Security

Overview 1

Intro to Policies for Security 1

Policies About Personnel 15

Policies and Culture for Learning 10

Diversity and Security 11

End of Life Policies 8

Data Policies 7

Credential Policies 7

Policies about Change 6

Quiz and Review 7

Risk Management

Overview 1

Intro to Risk Management 1

Risk Vocabulary 9

Threat Agents and Types of Risk 7

https://cbtnuggets.com/it-training/cyber-security/governance-risk-compliance


WEEK 2 156 min.

Risk Management Strategies 13

Risk Assessments & Analysis 15

BIA and Recovery 13

Quiz and Review 5

Data Privacy

Overview 1

Intro to Data Privacy 1

Roles and Responsibilities 5

Consequences of a Breach 14

Data Types 9

Improving Privacy 6

Planning Data Security 8

Quiz and Review 6

Risk Strategies

Overview 1

Risk Analysis Methods 7

Responding To Risk 11

Types of Risk 7

Risk Management Lifecycle and Frameworks 11

Tracking Risk 4

Risk Appetite, Tolerance, and Capacity 8

Policies and Security Practices 9

WEEK 3 154 min.

Managing and Mitigating Third Party Risk

Overview 1

Third Party Risk Management 17

Vendor Lock-In/Out and Viability 6

Meeting Obligations 7

Third Party Dependencies 6

Technical Considerations 7

Additional Vendor Considerations 8

Compliance Frameworks and Legal Considerations

Overview 1

Data Considerations 12

Location, Location, Location 8

Regulations, Accreditations and Standards 12

Legal Considerations 9

Contract and Agreement Types 9

Business Continuity and Disaster Recovery Planning

Overview 1

BC and DR Planning 4

BC/DR Planning Process 12

Creating a BC Plan 8

DR Planning 15

Resiliency Technologies 8

WEEK 4 154 min.

Testing BC/DR Plans 6



Organizational Governance

Overview 1

Security Governance 15

Information Security Strategy 13

Identifying and Managing Strategic Objectives 9

Organizational Roles and Structure 11

Risk Culture 3

Security Program Resources

Overview 1

Policies, Processes, and Procedures 8

Standards, Guidelines, and Architecture 6

Controls, Metrics, and Assets 9

Risk Ledgers, Vulnerability Assessments, and 6
Insurance oh my!

Critical Data, BIA’s, and BC/DR Planning 10

Incident Logs, Audits, & Culture 5

Security Training, Third Party Risk, & LCR 6
Requirements

Risk Governance

Overview 1

Risk Management Standards and Frameworks 14

Three Lines of Defense 10

Risk Profile 9

Risk Appetite, Tolerance and Capacity 8

WEEK 5 157 min.

Legal Concerns and Ethics 13

Risk and Threat Identification

Overview 1

Risk Events 17

Risk Analysis 9

Risk Identification 13

Risk Management Workflow 6

Threat Landscape 9

Threat Modeling 3

Vulnerability Analysis and Risk Scenario
Development

Overview 1

Vulnerability Analysis 14

Cloud Computing Vulnerabilities 20

Big Data 11

Vulnerability Assessment and Penetration Testing 10

Risk Scenario Development 9

Risk Scenario Tools 4

IT Risk Analysis and Evaluation

Overview 1

IT Risk 6

Risk Assessment Techniques and Reporting 7

WEEK 6 154 min.

Risk Register 4

Risk Analysis Methodologies 6

Business Impact Analysis 11

Continuity Objectives 11



Types of Risk 7

Risk Response

Overview 1

Key Points To Risk Response 5

Risk and Control Ownership 8

Risk Response 11

3rd Party Risk Management 11

Managing Issues and Exceptions 7

Managing Emerging Risk 7

Control Design and Implementation

Overview 1

Security Controls 7

Security Control Categories 6

Security Control Functions 7

Control Objectives and Frameworks 10

Control Implementation 7

Control Testing 12

Risk Monitoring and Reporting

Overview 1

Risk Treatment Plans 11

WEEK 7 64 min.

Working With Risk Data 9

Data Sources 9

Risk and Control Monitoring Techniques 10

Risk and Control Reporting Techniques 11

Key Performance Indicators (KPIs) 8

Key Risk Indicators (KRIs) 10

Key Control Indicators (KCIs) 6
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