
Governance, Risk,
Compliance, and Security
for the Cloud

This Governance, Risk, Compliance, and Security for the Cloud training

covers how to approach governance, risk and compliance in the cloud,

ensuring your requirements are clearly identified and your solutions

address them. This security skills and DevOps course is crucial for

understanding how regulatory requirements change once the data

transits into the cloud — even private clouds — and how to ensure your

risk is kept low at all times.

CBT Nuggets course material

WEEK 1 140 min.Plan for Cloud Policies, Procedures, and Risk
Management

Plan for Cloud Governance 1

Risk Management 13

Resource Management 10

Vendor Lock-In and Data Portability 14

Documentation 11

Policies and Procedures 12

Plan for Cloud Security and Compliance

Overview 1

Cloud Security and Compliance 2

Threats and Vulnerabilities 9

Proactive Security Scanning 15

Data Security 17

Application and Infrastructure Security 17

Compliance Standards and Certifications 16
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