GitHub Actions Tutorial:
Development Automation

This intermediate GitHub training teaches learners how to use GitHub
Actions to automate workflows, speed up development, and reduce
errors. Perfect for experienced GitHub users, this course focuses on
real-world projects that streamline deployment and minimize
workflow issues. Ideal for onboarding new cloud engineers and

DevOps professionals or as a GitHub reference resource for teams.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

WEEK 2

Developing Projects with GitHub Codespaces

Intro to GitHub Codespaces
Enable and Provision GitHub Codespaces
Customize GitHub Codespaces Dev Container

Add User-Specific Customizations to GitHub
Codespaces

Add User-Specific Secrets to GitHub Codespaces

Automatically Publish PowerShell Modules from

GitHub Actions

Overview

Intro to Publishing PowerShell Modules with GitHub
Actions

Create a PowerShell Module in GitHub Repository
Create GitHub Actions Workflow to Publish Module

Auto-increment Build Number in GitHub Repository

Working with Environment Variables in GitHub
Actions

Overview
Intro to GitHub Actions Variables and Contexts

Set Root-level Environment Variables in GitHub
Actions

GitHub Actions: Environment Variable Order of
Precedence

Setting Variables with Multiple Job Definitions

Using GitHub Actions Context Variables
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https://cbtnuggets.com/it-training/devops/github-actions-development-automation

WEEK 3

Use Service Containers in GitHub Actions

Overview
Intro to Service Containers in GitHub Actions

Build GitHub Actions Workflow with MySQL Service
Container

Verify Connectivity and Wait for Service Container

Refactor GitHub Actions Workflow and Create
Database

Run GitHub Actions Steps in Docker Network

Using GitHub Actions Workflow Commands

Overview
Intro to GitHub Actions Workflow Commands

Create Annotations with GitHub Actions Workflow
Commands

Group Log Messages in GitHub Actions with Workflow
Commands

Set Outputs for GitHub Actions Workflow Steps

Mask Sensitive Values with GitHub Actions Workflow
Commands
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Manage GitHub Actions Workflows with Deployments

and Environments

Overview
Understanding GitHub Actions Environments

Create Environments and Explore Deployment Gates

Create GitHub Actions Workflow Using Environment
Targets

Configure Secrets on GitHub Actions Environments
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WEEK 4

Update Workflow to Utilize Environment Secrets

Use IAM Resource Tags to Limit Environment Access

15

Automatically Publish Container Images with GitHub

Packages and Actions

Overview

Intro to Building Container Images with GitHub
Actions

Create Your GitHub Repository and Dockerfile

Build GitHub Actions Workflow for Container
Registry Auth

Include Container Build and Push Step in GitHub
Actions

Build Multiple Container Images with Single GitHub
Actions Worfklow
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Execute GitHub Actions Workflows on Self-hosted

Runners

Overview

Intro to GitHub Actions Self-Hosted Runners

Install GitHub Runner on Cloud VMs

GitHub Runner Custom Labels and Dependencies
Develop Workflow Using Self-Hosted GitHub Runners

Define Multiple Jobs for Self-Hosted GitHub
Runners

Troubleshooting GitHub Actions and Cleanup
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