
Foundations for CCNP
Security Prep: How to Get
Started with Advanced
Cisco Security

This CCNP Security prep course prepares network security admins to

provide advanced threat protection against cybersecurity threats on a

Cisco network through management of software, hardware, and

security techniques. Use this training as a resource when preparing for

the CCNP Security exam or to help boost your skills in Cisco network

security.

CBT Nuggets course material

WEEK 1 155 min.Explain Common Threats Against On-premises and
Cloud Environments

Introducing the Cybersecurity Landscape 1

Know Your Assets 6

Know Your Vulnerabilities 5

Know Your Threats 8

Virus, Trojan, and Malware... Oh my! 5

Phishing and Social Engineering 5

DDoS - Attacking Availability 5

Spoofing and MitM Attacks 4

Summarizing the Threat Landscape 1

Compare Common Security Vulnerabilities

Overview 1

Introducing Common Attack Vectors 1

Get to Know OWASP 6

The SQL Injection’; SELECT * FROM table 10

Cross-Site Scripting; var doCode{} 6

Password Protection 8

Plain-Text Protocols 6

The Buffer Overflow 3

Summarizing Common Vulnerabilities 1

Components of Cryptography

Overview 1

Introduction to Components of Cryptography 1

Data Integrity 6

Data Privacy 4

SSL and TLS 7

https://cbtnuggets.com/it-training/cisco/foundations-ccnp-security-prep


Public Key Infrastructure (PKI) 4

IPsec 3

Authentication 5

Components of Cryptography Summary 1

IPsec Fundamentals

Overview 1

Introduction to IPsec 1

IPsec Overview 6

IKEv1 and IKEv2 8

Crypto Map IPsec 4

VTI IPsec 4

DMVPNs 3

FlexVPN 2

GET VPN 4

NAT Traversal 5

WEEK 2 151 min.

IPsec Fundamentals Summary 1

Cisco Router Site-To-Site VPNs

Overview 1

Introducing Site-To-Site VPNs 1

Planning for IPsec Site-To-Site 8

Designing a Site-To-Site VPN 4

Configuring an IKE Phase 1 Policy 8

Configuring an IKE Phase 2 (IPsec) Policy 12

Enabling the IPsec Policy 11

Protocol Analysis IPsec 5

Cisco Point-To-Point GRE over IPsec VPNs

Overview 1

Introduction to P2P GRE over IPsec VPNs 1

Overview of GRE over IPsec VPNs 6

P2P GRE Tunnel Design 2

P2P GRE Tunnel Implementation 5

P2P GRE Tunnel Verification 5

IPsec Tunnel Protection Design 2

IPsec Virtual Tunnel Interface Configuration 9

IPsec Static VTI Verification 3

Cisco DMVPN

Overview 1

Introduction to DMVPN 1

DMVPN Overview 4

Planning for the mGRE Tunnel 3

mGRE Tunnel Configuration 3

NHRP Overview and Design 5

Configuring NHRP for DMVPN 6

Adding Routing to DMVPN 7

Verifying DMVPNs 6

Adding IPsec Protection Profiles 6

DMVPN Summary 1

Cisco GET VPN

Overview 1

Introduction to GET VPN 1



GET VPN Overview 5

GET VPN Key Servers (KS) 6

GET VPN Members (GM) 6

WEEK 3 151 min.

GET VPN Design 5

Implementing KS Configuration 9

Implementing GM Configuration 6

GET VPN verification 8

GET VPN Summary 1

Cisco FlexVPN

Overview 1

Introduction to FlexVPN 1

FlexVPN Overview 3

FlexVPN Components 5

IKEv2 Flex VPN Site-To-Site Planning 4

IKEv2 FlexVPN Site-To-Site Configuration 6

IKEv2 FlexVPN Verification 4

Adding Routing to FlexVPN 4

FlexVPN Summary 1

Cisco Remote Access VPNs

Overview 1

Introduction to RA VPNs 1

RA VPN Overview 4

FlexVPN IPsec RA VPNs 6

FlexVPN RA Design 3

Setting CA Services in IOS 7

Configuring FlexVPN RA 7

AnyConnect Profile Editor 5

Testing and Verifying the RA VPN 7

Flex VPN RA Summary 1

Debugging for IPsec Tunnels

Overview 1

Introduction to Debugging IPsec 1

Overview of IPsec Options 2

Troubleshooting Tips for IPsec 5

IKEv1, Phase 1, Missing Routes 9

IKEv1, Phase 1, Bad Config 7

IKEv1, Phase 2 Bad Config 7

IKEv2 Troubleshooting 8

Summary Troubleshooting IPsec 1

Security Intelligence

Overview 1

Introduction to Security Intelligence 1

Security Intelligence Overview 4

WEEK 4 121 min.

Cisco Talos Overview 3

Talos Vulnerability Information 6

Talos Reputation Center 5

Security Intelligence Summary 1



Explain APIs in the SDN Architecture

Overview 1

Introducing APIs and SDN 1

What is an API anyway? 13

The Northbound API 4

The Southbound API 2

The Eastbound API 3

The Westbound API 2

Summarizing APIs and SDN 1

DNA Center Foundations

Overview 1

Introducing DNA Center 1

What DNA Center Does 12

What an SD-Access Fabric Does 9

The Four Workflows of DNA Center 9

The DNA Center Platform APIs 7

Summarizing DNA Center 1

Interpret Basic Python Scripts used with Cisco
Security

Overview 1

Introducing Basic Python Security Scripts 1

Extending Python and Setting Variables 12

Getting Authenticated 12

Getting Monitored Applications 8

Summarizing Interpreting Python Scripts 1
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