
Fortinet NSE 6 -
FortiSwitch

This intermediate Fortinet FortiSwitch training prepares security

professionals to take the Fortinet NSE 6 - FortiSwitch exam, which is

one of four exams required to earn the Network Security Specialist

certification.

CBT Nuggets course material

WEEK 1 157 min.Managed FortiSwitch Fundamentals

Intro to Managed FortiSwitch Fundamentals 1

FortiSwitch Overview 18

FortiGate FortiLink Interface 14

Auto-Discovery & Manual Authorization 4

Automated Switch Authorization 4

Displaying Managed Switches 5

FortiSwitch Topologies and STP

Overview 1

Intro to FortiSwitch Topologies and STP 1

Topologies and STP Overview 10

Single FGT to Single FSW 9

Single FGT to FSW Stack 7

HA FortiGates and FortiSwitch 6

Spanning Tree Protocol 14

FortiSwitch Ports, VLANs, & Trunking

Overview 1

Intro to FortiSwitch Ports, VLANs, & Trunking 1

Overview of FortiSwitch Ports, VLANs, & Trunking 12

Layer 2 Ethernet Switching 10

Layer 2 Switch Ports 5

Power over Ethernet (PoE) 8

Link Aggregation 24

WEEK 2 155 min.

https://cbtnuggets.com/it-training/fortinet-training/fortiswitch


Virtual Local Area Networks (VLANs) 9

FortiSwitch Layer 2 Security

Overview 1

Intro to FortiSwitch L2 Security 1

Overview of Layer 2 Security 10

DHCP Snooping 15

Dynamic ARP Inspection (DAI). 14

Intra-VLAN Traffic Control 5

Storm Control 6

Limits on Learned MAC Addresses 9

FortiSwitch Advanced Features

Overview 1

Intro to FortiSwitch Advanced Features 1

Overview of Advanced Features 9

Network Access Control (NAC) 15

MAC Address Quarantine 6

IGMP Snooping 14

FortiSwitch QoS 15

LLDP and CDP 13

FortiSwitch Monitoring and Troubleshooting

Overview 1

Intro to Monitoring and Troubleshooting 1

Network Design Game Plan 6

WEEK 3 151 min.

Initial Bootstrap of FortiGate 7

Configuring Routing 7

Configure FortiLink 3

Adding the FortiSwitch 23

Adding VLANs 5

Adding a Manual Trunk 10

Firewall Policies and NAT 13

Tools for Monitoring 8

FortiSwitch Standalone Mode

Overview 1

Intro to FortiSwitch Standalone Mode 1

Overview of Standalone Mode 8

Bootstrapping a FortiSwitch 8

FortiSwitch Standalone GUI 13

FortiSwitch & FortiLAN Cloud 9

VLANs and Interfaces 13

Trunks 11

ACLs and Private VLANs 9

WEEK 4 86 min.FortiSwitch Spanning Tree

Overview 1

Intro to FortiSwitch Spanning Tree 1

Spanning Tree Overview 16

CLI Access to Managed Switches 8

MST Instances 13

Creating a New MST Instance 14

Configure Multiple STP Root Bridges 9



STP Additional Features 23
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