FortiGate Firewall
Networking Fundamentals

After completing this FortiGate Firewall Networking Fundamentals
training, you'll know how to set-up, deploy, manage, configure,
optimize and troubleshoot firewalls manufactured by FortiGate in

order to keep your networks safe and secure.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

Build a Fortinet FW Lab using Eve-NG

Intro to Building a Lab in Eve-NG

Fve-NG Lab Overview

FortiGate Lab Topology Design Eve-NG
Training Eve-NG to use FortiGate Images
Building the LAB topology in Eve-NG
Initial Boot of a FortiGate VM

Configure LAB NAT-PAT

Testing LAB FW to Internet Connectivity

151 min.
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Build a Fortinet FW Lab using VMware Workstation

Overview

Intro to Building a FortiGate Lab in VMware
Workstation

VMware Workstation Lab Overview

FortiGate Lab Topology Design VMware Workstation
Prepare the Networking in VMware Workstation
Adding FW VMs to the Lab Topology

Bootstrapping the FW VMs

Testing LAB PC to Internet Connectivity

Build a Fortinet FW Lab using VMware ESXi

Overview

Intro to Building a Lab in VMware ESXi
VMware ESXi Lab Overview

Lab Topology Design

Prepare the Networking in VMware ESXi
Adding FW VMs to the Lab Topology
Bootstrapping the FW VMs in VMware ESXi
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https://cbtnuggets.com/it-training/fortinet-training/fortigate-firewall-networking

WEEK 2

VyOS Router Configuration

Testing LAB PC to Internet Connectivity

FortiGate FW Network Fundamentals

Overview
Intro to FortiGate Network Fundamentals

Overview of FortiGate Network Fundamentals

Bootstrap Using the CLI
Initial GUI access

Data Plane Interfaces
Adding a Default Route
Verify the Data Plane

Initial Config for Remaining Firewalls

FortiGate FW IP Routing Fundamentals

Overview

Intro to FortiGate IP Routing
Overview of Learning Routes
Directly Connected Networks
Static Routes

FortiGate and RIP

FortiGate and OSPF
FortiGate and BGP

FortiGate FW DHCP Services

Overview

154 min.

4

~ O

11
18

12
19
14

WEEK 3

Intro to FortiGate DHCP Services
DHCP Overview

FortiGate DHCP Server Config
Veritying DHCP

DHCP Reservations

FortiGate as a DHCP Client

DHCP Relay

FortiGate FW Address Translation

Overview

Intro to IPv4 Address Translation
NAT and PAT Overview

Design for Source PAT

Source PAT Using the Security Policy
Source PAT Using Central SNAT

1to 1 Mappings for Source NAT
Destination NAT-PAT Overview
Implementing DNAT in Local Policy
Implement DNAT with Central NAT

FortiGate Virtual Networking and Trunking

Overview

Intro to Integration with Trunking
Trunking Overview

Trunking and VLAN Interface Design
Hypervisor Trunking and Switching

159 min.
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WEEK 4

FW VLAN Interfaces
Placing the Router Interface
Connecting Client VMs to new VLAN Port Groups

Troubleshooting

FortiGate VPNs

Overview

Intro to FortiGate VPN

VPN Overview

Site to Site IPsec VPN Design

Implement IPsec Site to Site VPN

SSL Remote Access Web Mode Design
Implement SSL Web Mode

SSL Remote Access Tunnel Mode Design
Implement SSL Tunnel Mode

|Psec Remote Access

FortiGate High Availability

Overview

Intro to FortiGate High Availability (HA)
High Availability (HA) Overview

HA Design

Fnable Active/Standby HA

Adding a Second FW to HA

Veritying HA

Link Monitoring
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Adding a Third FW to HA
Active/Active HA
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