
Fortinet FortiGate 7.6
Administrator (FCP)

This FortiGate Administrator course prepares intermediate network

administrators and security engineers for managing Fortinet firewalls.

Configure dynamic routing, set up failover and ECMP routes, and

manage DHCP services on FortiGate devices! Take this course and

you’ll build the skills needed to secure and optimize enterprise

networks using Fortinet’s powerful security infrastructure.

CBT Nuggets course material

WEEK 1 153 min.Bootstrap a New Firewall

Firewall Initial Configuration and Overview 8

Factory Reset and Initial CLI 19

Adding a default route 7

Confirm your Knowledge 14

Configure the DataPlane

Intro to FortiGate Data-Plane 1

FortiGate Data Plane Overview 9

Configure Data Plane Zones and IP addresses 11

Configure Default Route for the Data Plane 4

Configure Permissions for the Data Plane 13

Testing the Data Plane 5

Validation and Reinforcement 7

Configure HQ-FW2

Introduction to config FW2 1

Game Plan for HQ-FW2 8

Factory Reset and Mgmt. Plane 16

Zones and IP Addresses for the Data Plane 7

Static Routes 5

Firewall Policy 6

Testing the Data Plane 5

Validation and Reinforcement 7

WEEK 2 158 min.Configure HQ-FW3

Intro to Configuring HQ-FW3 1
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FW3 Configuration Overview 6

Upgrade Firmware 11

Troubleshooting the Firmware Upgrade 9

Create VLAN Sub-Interfaces 12

Create Zones 2

Create FW Policy Based on Zones 4

Create Static Routes 5

Test Your Knowledge 5

Configure DHCP Services

Intro to DHCP Services 1

DHCP Services Overview 12

Configure FW2 as a DHCP Server 4

Testing DHCP Services 14

DHCP Reservations 6

FortiGate as a DHCP Client 10

DHCP Relay 13

Test Your Knowledge 7

Configure Failover + ECMP Routes

Intro to Configure Static Routes 1

Failover and ECMP Static Route Overview 10

Configure FW1’s WAN2 Interface 8

Add 2nd Static Route and Failover 9

Configure ECMP Static Default Routes 8

WEEK 3 157 min.

Test Your Knowledge 7

Configure Dynamic Routing

Intro to Dynamic Routing on the FortiGate 1

Dynamic Routing Overview 7

Removing Static Routes 5

Using RIP 9

Using OSPF 12

Using BGP 9

Test your Knowledge 5

Configure Firewall Policies

Intro to Working with Firewall Policies 1

Firewall Policies Overview 13

Game Plan for Firewall Policies 7

Deploy Web Server 5

Create FW Policy on FW2 14

Permit Web Services in FW Policy 3

Creating Policies from Dashboard View 5

Feature Visibility 8

Validation for FW Policies 8

Configure Source Address Translation

Intro to Address Translation 1

Address Translation Overview 18

Configure Profile-based PAT in FW Policy 12

Configure Profile-based NAT in FW Policy 7

WEEK 4 159 min.

Configure Profile-based PAT in Central SNAT Policy 6

Configure Profile-based NAT in Central SNAT Policy 3



Configure Policy-based NAT and PAT 7

Customer Scenario 10

Configure FortiGate DNAT

Intro to Destination Network Address Translation 1

Destination Address Translation Overview 7

DNAT with No Zones and No Central SNAT 16

DNAT with No Zones, with Central SNAT 7

DNAT with Zones, no Central SNAT 9

DNAT with Zones, with Central SNAT 5

Port Forwarding 12

Reinforce Your Learning 4

Configure Certificates on a FortiGate

Intro to FortiGate Certificates 1

Overview of  FortiGate Certificates 14

Viewing Certificates 10

Trusting the Self-Signed FortiGate CA 4

Generate New Cert from Self-signed CA 2

Trusting a New CA Server 5

Installing a Signing Certificate on FortiGate 6

Validation section for certificates 3

Configure Outbound SSL Inspection

Intro to Outbound SSL Inspection 1

Outbound SSL-TLS Decryption Overview 17

Before SSL Outbound Inspection 9

WEEK 5 161 min.

Create SSL-TLS Inspection Profile 15

SSL Inspection Exemptions 6

Other Options, Exceptions, and Exemptions 11

Customer Scenario 3

Configure Inbound SSL Inspection

Intro to Inbound SSL Inspection 1

Overview SSL Inbound Inspection 6

Configure a VIP for Destination NAT 2

Configure Firewall Policy to Allow Traffic 11

Extract the Keys and Cert from the Web Server 8

Create an Inspection Profile for Inbound SSL 3
Traffic

Attach Inspection Profile to FW Policy 8

Customer Scenario and Troubleshooting 6

Configure FortiGate Web Filtering

Introduction to Web Filtering 1

Web Filtering Overview 4

Confirm Outbound SSL Inspection and License 7

Pre-Configured Web Filter Security Profiles 8

Create a New Web Filter Profile 5

Pausing the User 7

Safe Search 4

Static URL Filtering 3

Web Filtering Validation 3

Configure FortiGate AntiVirus

Intro to FortiGate Antivirus 1

Antivirus Overview 6



Prepare the Branch Office FW 13

Using Flow-Based AntiVirus on the Branch Office 19

WEEK 6 153 min.

Using Flow-Based AntiVirus on FW1 10

Using Proxy-Based AntiVirus on FW1 10

AntiVirus Validation 5

Configure FortiGate DNS Filtering

Intro to FortiGate DNS Filtering 1

DNS Filtering Overview 8

Botnet C&C Domain Blocking 10

Enforcing Safe Search 3

Category-Based DNS Filters 7

Static Domain Filter 4

External IP Block Lists 7

DNS Translation 3

DNS over TLS (DoT) Inspection 8

Customer Scenario 4

Configure FortiGate Application Control

Intro to FortiGate Application Control 1

Application Control Overview 11

Application Control Profiles 6

Blocking a Category of Apps 8

Overrides within Category 5

Restricting or Permitting Specific Apps 5

Configure Overrides with Vendor, Behavior, or Risk 9

Test Overrides with Vendor, Behavior, or Risk 15

Quarantine 9

Customer Scenario and Troubleshooting 4

WEEK 7 160 min.Configure FortiGate IPS

Intro to FortiGate Intrusion Prevention 1

IPS, IDS, and WAF Overview 10

Set up Test Servers 9

IPS Malicious URLs and Botnet C&C 7

Block on Severity Level 10

IPS for Hosted Servers 9

Customizing IPS Signatures 6

Web Application Firewall 11

Troubleshooting Scenario 6

Configure FortiGate DoS Prevention

Intro to Denial of Service (DoS) Policies 1

Overview of DoS Policies 12

ICMP Flooding DoS Prevention 11

TCP Syn-flood DoS Prevention 12

Port Scan Policy 10

Adding Quarantine 7

ICMP_Sweep 5

 ICMP Source Session 5

Review and Troubleshoot 8

Configure FortiGate S2S IPsec VPNs

Intro to IPsec VPNs 1



VPN Overview 8

IPsec Overview 11

WEEK 8 159 min.

Game Plan for IPsec Site-to-Site VPN 4

Begin Configuration on HQ FW1 10

Configure Branch FW VPN 5

Verify the VPN 11

Troubleshooting VPNs 14

Customer Scenario 5

Configure FortiGate SSL VPNs

Intro to FortiGate SSL VPNs 1

FortiGate SSL Overview 7

Tunnel Mode SSL VPN Game 6

Create User, Group, and Certificate 3

Configure SSL-VPN Portal 6

Configure SSL-VPN Settings on FW1 4

Firewall Permissions For SSL VPN Users 6

Setting Up FortiClient 8

Testing the SSL-VPN 5

Troubleshooting Scenario 5

Configure FortiGate HA

Intro to FortiGate High Availability (HA) 1

FortiGate HA Overview 12

Game Plan for FortiGate Active/Standby HA 4

Configure Branch-FW1 9

Configure Branch-FW2 9

Add Monitored Interfaces and Testing 13

Modifying HA 11

WEEK 9 155 min.

Validation of HA 5

Configure FortiGate SD-WAN

Intro to FortiGate Direct Internet Access (DIA) 1
SD-WAN

Software-Defined Wide Area Network (SD-WAN) 13
Overview

Game Plan For SD-WAN DIA 4

Free up WAN Interfaces on Branch-FW1 4

Create new SD-WAN Zone 3

Set up Default Routes with SD-WAN Zone 4

Set up Permissions and NAT Using the SD-WAN Zone 4

Modify Default SD-WAN Rule 7

Create New SD-WAN Rules 10

Create and Use IP SLA in SD-WAN Rule 16

 Validation of SD-WAN 4

Configure FortiGate User Authentication

Intro to FortiGate Authentication 1

FortiGate Authentication Overview 5

Local Password Authentication 10

Configure FortiGate to Use an LDAP Server 9

Include LDAP Authentication in Policy 6

Fortinet Single Sign On (FSSO) 5



Use FSSO in FW Policy 8

Troubleshooting User Authentication 8

Configure FortiGate Admins and 2FA

Intro to Admin Authentication and Two-Factor 1
Authentication (2FA)

Admin Authentication and 2FA Overview 1

Local Administrator Authentication 13

Remote Server Admin Authentication 13

WEEK 10 157 min.

Multi-Factor Authentication 6

Configuring FortiToken 9

Testing 2FA 7

Troubleshooting Authentication 8

Configure Fortinet Security Fabric

Intro to Security Fabric 1

Security Fabric Overview 8

Configure HQ-FW1 as the Fabric Root 6

Configure FW-2 to Join Security Fabric 3

Configure FW-3 to Join Security Fabric 3

Using Topology Views 8

Object Replication from the Fabric Root 8

Automation Stitches 5

Security Ratings 10

Troubleshooting a Security Fabric 5

Troubleshoot FortiGate Firewalls

Intro to Troubleshooting FortiGate Firewalls 1

Troubleshooting Overview 9

Troubleshooting Routing 21

Troubleshooting Address Translation 15

Troubleshooting Permissions 9

Packet Captures and Debug Flow 15

WEEK 11 20 min.

More CLI Options for Troubleshooting 9

Troubleshooting VPNs Fortinet 6

Validate your Knowledge 5
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