Fortinet NSE 6 -
FortiAuthenticator

This intermediate FortiAuthenticator training prepares security
professionals to take the NSE 6 - FortiAuthenticator exam, which is one
of four exams required to earn the NSE 6 Network Security Specialist

certification.

CBT Nuggets course material —

STUDY PLAN

WEEK 1

Initial Deployment of FortiAuthenticator

Intro to Initial Config of FortiAuthenticator
FortiAuthenticator Overview
FortiAuthenticator Network Design
Download and Deploy the VM

Initial FortiAuthenticator Config

Backing Up the FortiAuthenticator

CLI Access to the FortiAuthenticator

Changing the Default Route Next Hop

Using FortiAuthenticator CA Services

Overview

Intro to FAC CA Services

FAC CA Services Overview

Certificate Game Plan

Configure FAC as a CA

Configure Computers to Trust New Root CA
Configure a FortiGate to Trust New Root CA
Issuing a Cert to the FortiGate

Using the Cert at the FortiGate

Using FortiAuthenticator HA, SMTP, and SNMP

Overview

Intro to FortiAuthenticator HA, SMTP, & SNMP
FortiAuthenticator HA, SMTP, & SNMP Overview
High Availability (HA) Design

Implementing HA

Simple Mail Transfer Protocol (SMTP)

151 min.
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https://cbtnuggets.com/it-training/fortinet-training/fortiauthenticator

WEEK 2

Configure FAC to use External Email Server

Simple Network Management Protocol (SNMP)
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Configuring FortiAuthenticator User Authentication

Overview

Intro to FortiAuthenticator User Authentication

User Authentication Overview
Creating a Self-Service Portal
Testing the Self-Service Portal
FAC as an LDAP Client

Creating a Remote LDAP Group
FGT Using FAC as a RADIUS Server
FGT Remote Admins

Using Wired 802.1X with FortiAuthenticator

Overview

Intro to 802.1X with FortiAuthenticator
802.1X Overview

802.1X Game Plan

Add New Remote User Group

Update Radius Policy

Create Certificate For Use With 802.1X
FortiGate RADIUS and Groups

Create and Apply the 802.1X Policy
Testing 802.1X

157 min.
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WEEK 3

Configuring 802.1X MAB and Wireless Authentication

Using FortiAuthenticator

Overview

Intro to 802.1X Wireless and MAB Authentication
MAB and 802.1X Wireless Authentication Overview
MAB Game Plan

Configure FortiAuthenticator for MAB

Configure FGT for MAB Authentication

802.1X WiFi Authentication Game Plan

802.1X WiFi User Authentication

Wired 802.1X for the AP Port

Using FortiAuthenticator CA for FortiGate SSL
Inspection

Overview

Intro to SSL Inspection

SSL Inspection With FortiAuthenticator Overview
SSL Inspection Game Plan

Add FAC as Trusted CA at FortiGate
CSR on FGT For Cert from the CA
Verify Access Prior to SSL Inspection
Create SSL Inspection Profile

Apply SSL Inspection Profile

Train Clients to Trust Root CA
Exempting Sites From SSL Inspection

Issuing a Cert for FAC Management
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Using FortiAuthenticator With a FortiGate Captive

Portal



WEEK 4

Overview

Intro to Captive Portal Using FortiAuthenticator
Captive Portal Using FortiAuthenticator Overview
Verity Users and Groups on LDAP Server

Create LDAP Group on FAC

Create Access Point, Portal, and Policy on FAC
Create Group on FGT

Verify User Access Prior to CP

Configure Local CP on FGT

Configure FGT to use External CP

Troubleshooting an External CP

Configuring SSO with FortiAuthenticator

Overview

Intro to SSO with FortiAuthenticator
FortiAuthenticator SSO Overview
Verify Existing Self-Service Portal
FAC SSO Portal Services

FAC SSO General Settings

Using DC Polling

Configure SSO FortiGate Filtering
Configure FSSO Agent on FortiGate
Configure FSSO Group on FortiGate
Include FSSO Group in FGT Policy

Configure RADIUS Accounting
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Using SAML with the FortiAuthenticator

Overview 1
Into to SAML with FortiAuthenticator 1
SAML Overview 10
Verify Initial Network 3
Game Plan for SAML 5
Configure Certificate for FAC SAML 2
Configure FAC as an SAML IdP 4
Configure FAC with SAML SP Clients 3
Configure FGT as SAML SP 7
Add SP Client Detail to FAC

Test SAML 5SSO 11
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