
Fortinet NSE 5 -
FortiAnalyzer 7.x

This intermediate Fortinet NSE 5 training prepares security

professionals to take the FortiAnalyzer 7.x exam, which is the one

required exam to earn the NSE 5 certification. This Fortinet training

can be used for FortiAnalyzer 7.x exam prep, onboarding new security

professionals, individual or team training plans, or as a Fortinet

reference resource.

CBT Nuggets course material

WEEK 1 FortiAnalyzer Initial Lab Setup

Intro to Initial Lab Setup

Topology and Device Overview

Hypervisor Overview

FW-1 Configuration

FW-2 Configuration

Layer 2 Ports and Switching

Deploying FortiAnalyzer

Overview

Intro to Deploying FortiAnalyzer

FortiAnalyzer Deployment Overview

Downloading FortiAnalyzer

Create FortiAnalyzer VM

Initial CLI and GUI Configs

ADOMs 

External LDAP Server

FortiAnalyzer Device Registration

Overview

Intro to Device Registration

Device Registration Overview

Request from a Single FortiGate

Request from Security Fabric

Device Wizard with S/N or PSK

Troubleshooting

https://learn.adept.at/cbtnuggets/fortinet-nse-5-fortianalyzer-7x


FortiAnalyzer Logs and Disk Quotas

Overview

Intro to FortiAnalyzer Logs and Disk Quotas

Logging and Disk Quota Overview

WEEK 2 System Utilization

Generating Logs

Log View

FortiView 

Disk Quotas and Moving Devices

FortiAnalyzer Incidents and Events

Overview

Intro to FortiAnalyzer Incidents and Events

Incident and Event Mgmt Overview

FortiSoC Events Dashboard

Working with Events

Event Handlers

Customize, Clone, and Create Event Handlers

Managing Incidents

Threat Hunting

FortiAnalyzer Playbooks

Overview

Intro to FortiAnalyzer Playbooks

Playbooks and Automation Overview

Automation Stitches on FGT

FortiAnalyzer Playbooks 

FortiAnalyzer and FortiOS Connector

FortiAnalyzer Reports

Overview

Intro to FortiAnalyzer Reports

FortiAnalyzer Reports Overview

WEEK 3 Generate a Default Report

Enabling auto-cache

Report Diagnostic Logs

Auto-generated Reports

Output Profiles

Create a New Report
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