
FortiGate Firewall Content
Inspection

This FortiGate Firewall Content Inspection training shows you how to

configure Fortigate firewalls to perform content inspection, and

protect your network based on what is actually being sent across it.

You'll learn to configure content inspection on Fortinet FortiGate

firewalls and neutralize malware threats.

CBT Nuggets course material

WEEK 1 159 min.Build a Fortinet  FW Lab using Eve-NG

Intro to Building a Lab in Eve-NG 1

Eve-NG Lab Overview 6

FortiGate Lab Topology Design Eve-NG 8

Training Eve-NG to use FortiGate Images 3

Building the LAB topology in Eve-NG 7

Initial Boot of a FortiGate VM 9

Configure LAB NAT-PAT 8

Testing LAB FW to Internet Connectivity 4

Build a Fortinet FW Lab using VMware Workstation

Overview 1

Intro to Building a FortiGate Lab in VMware 1
Workstation

VMware Workstation Lab Overview 4

FortiGate Lab Topology Design VMware Workstation 6

Prepare the Networking in VMware Workstation 8

Adding FW VMs to the Lab Topology 8

Bootstrapping the FW VMs 14

Testing LAB PC to Internet Connectivity 10

Build a Fortinet FW Lab using VMware ESXi

Overview 1

Intro to Building a Lab in VMware ESXi 1

VMware ESXi Lab Overview 5

Lab Topology Design 5

Prepare the Networking in VMware ESXi 8

Adding FW VMs to the Lab Topology 8

Bootstrapping the FW VMs in VMware ESXi 6

https://cbtnuggets.com/it-training/fortinet-training/firewall-content-inspection


VyOS Router Configuration 5

Testing LAB PC to Internet Connectivity 6

FortiGate Outbound SSL-TLS Decryption

Overview 1

Intro to Outbound TLS-SSL Decryption 2

SSL-TLS Decryption Overview 10

WEEK 2 154 min.

Design for Outbound SSL-TLS Decryption 4

CSR on the FortiGate 9

SSL Inspection Profile 3

Include Profile in Firewall Policy 13

Exceptions for SSL Decryption 10

FortiGate Inbound SSL-TLS Decryption

Overview 1

Intro to Inbound SSL-TLS Decryption 1

Inbound Decryption Overview 6

Configure the VIP 4

Configure Firewall Policy 11

Adding a Trusted CA 9

Extract the Cert and Keys from Server 8

Create the SSL Inspection Profile new 1

Add Profile to Firewall Policy 7

FortiGate Web Filtering

Overview 1

Intro to FortiGate Web Filtering 1

Web Filtering Overview 5

Game Plan for Web Filtering 4

Static URL Filter 7

Category Filtering 4

Web Rating Overrides 5

Web Filtering Authentication 4

Web Profile Overrides 7

Usage Quotas 10

FortiGate DNS Filtering

Overview 1

Intro to FortiGate DNS Filtering 1

DNS Filtering Overview 4

Botnet C&C Domain Blocking 10

WEEK 3 150 min.

Enforcing Safe Search 4

Category Based DNS Filters 5

Local Static Domain Filter 4

External IP Block Lists 9

DNS Translation 5

DNS over TLS (DoT) Inspection 10

FortiGate Application Control

Overview 1

Intro to FortiGate Application Control 1

Application Control Overview 5



Application Control Signatures and License 3

NGFW mode Profile-based Application Control 11

Profile-Based App Overrides 7

Profile-Based Filter Overrides 10

NGFW mode Policy-based Application Control 13

Policy-based Application Groups 9

FortiGate Antivirus

Overview 1

Intro to FortiGate Antivirus 1

Antivirus Overview 5

Licensing and Updates 5

Create an AntiVirus Profile 4

Apply the Antivirus Profile 15

Antivirus Profiles Without Deep SSL Inspection 7

External Malware Block Lists 12
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