How to Implement Cisco
Endpoint Security
including Cisco AMP for
Endpoints

This intermediate Cisco training teaches how to implement Cisco
Endpoint Security, including Cisco AMP for Endpoints, to protect your
network from vulnerabilities caused by smartphones, laptops, and
other devices. Learn to configure and manage Cisco's Advanced
Malware Protection (AMP) to secure endpoints and prevent breaches.
This Cisco course is perfect for onboarding network security admins or

enhancing Cisco security skills.
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STUDY PLAN

WEEK 1

Understand and Configure AMP for Endpoints

Introducing Endpoint Security
The Types of Endpoint Protection

Introducing Advanced Malware Protection (AMP) for
Endpoints

Configuring Simple Outbreak Controls in AMP
Explore Other Outbreak Controls
Understand Groups and Policies

Summarizing Endpoint Security

Explain Various Types of Endpoint Defenses

Overview

Introducing Endpoint Defense Mechanisms
Anti-Virus and Anti-Malware

Indicators of Compromise (loC)
Retrospective Analysis

Dynamic File Analysis

Summarizing Endpoint Protection Mechanisms

Endpoint Security

Overview

Introduction to Endpoint Security

Why Endpoint Protection is Critical

The Value of Mobile Device Management
Using Multi-Factor Authentication

Posture Assessment for Endpoint Security

Patching Endpoints

82 min.
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