AWS Data Security

This AWS security training course prepares learners to take the data
security portion of the AWS Certified Security certification.KOpen S3
buckets and unencrypted data are only a couple problems you’ll learn
to solve in this AWS Data Security training. This AWS skills training
prepares learners to secure your data, including data at rest and data
in transit, and covers the data security portion of the AWS Certified

Security certification exam.
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STUDY PLAN

WEEK 1

AWS Security: Data Security

Supplemental File

AWS Data Security

AWS Storage Services

Data in Transit: Network Paths

Data in Transit: Web Traffic

Data in Transit: Snowball

Data in Transit: Storage Gateway

Data in Transit: Database Migration Service
Data in Transit: Network File Transfer

Data Encryption: Basics

Data Encryption: Resources

KMS Keys: Types

KMS Keys: Rotation

Hardware Security Modules

HSM Options

KMS Disable and Delete: Unlabeled Keys
KMS Disable and Delete: CloudTrail Logs
EC2 Storage Security Overview

EBS Encryption: Operations

EBS Encryption: New Instance and Volume

EBS Encryption: New Instance and Volume CLI
Preparation

EBS Encryption: New Instance and Volume CLI Launch
Test

EBS Encryption: Snapshots
EBS Encryption: Root Volume
Encrypted EBS Root Volume: Preregs

Encrypted EBS Root Volume: Creating an Image

152 min.
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WEEK 2

Encrypted EBS Root Volume: Encrypting the Image
Encrypted EBS Root Volume: Testing

Automated Encrypted File System

Encrypted File System: Preregs

Encrypted File System: Secret Password

Encrypted File System: User Data Script
Encrypted File System: Testing

S3 Confidentiality

S3 Integrity and Availability

S3 Lifecycle Policies

S3 Client-Side Encryption

S3 Server-Side Encryption: Client Key
S3 Server-Side Encryption: S3 Keys
S3 Server-Side Encryption: KMS Keys
S3 Bucket Replication

S3 Replication: Destination Bucket
S3 Replication: Source Bucket

S3 Public Access Account Restrictions
Glacier Vaults and Vault Lock Policies
Storage Gateway: Preregs

Storage Gateway: Launching and Configuring a VM
Appliance

Storage Gateway: Configuring the Gateway

Storage Gateway: New Client and Server
Verification

Storage Gateway: Connecting to NFS Share

DynamoDB: Data Security Overview
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DynamoDB: Server-Side Encryption

DynamoDB: Server-Side Encryption Using the Command

Line

RDS: Basic Security Settings
RDS: Advanced Security Settings
RDS: Final Settings and Launch
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