WEEK 1 Introduction to CySA+ 159 min.

Getting our tools ready 6
CompTIA Cybe rsecu rity Puttingan OSins'ide of\/.irtualBox N 7
Installing the Kali operating system in VirtualBox 9
An a lySt CySA+ (CSO_OO3) Booting into our Virtual Operating System (Kali) 9
Metasploit 4
Wrapping up with a Practical Challenge 5

This intermediate CompTIA Cybersecurity Analyst CySA+ (CS0-003)

training prepares security professionals for the CySA+ exam, which is Security in the System and Network Architecture

needed to earn the to Cybersecurity Analyst certification. Learn Security within the Architecture 1

security skills like how to proactively monitor devices and networks dentity and Access Management 12

and detect malicious activity using up-to-date methods and tools. Encryption and Sensitive Data Protection 11
Data at Rest or Data in Motion? 1

CBT Nuggets course material — Data Loss Prevention (DLP .
Challenge 9

Indicators of Potentially Malicious Activity

Indicators of Potentially Malicious Activity 2
Where do we get our alerts from? 10
Looking more at active and passive. 5
Understanding Event Capturing and Forwarding 6
Veritying our Network 3
Focusing on the weird things 8
Security Information and Event Management (SIEM) 3
The human aspect 3
Techniques to Determine Malicious Activity

Diving deeper into the traffic 9

STUDY PLAN


https://cbtnuggets.com/it-training/comptia/cysa-plus

WEEK 2

Looking at some tools
Knowing where to monitor

Wireshark

Challenge

Traffic Capturing and Wireshark

Introduction to Packet Capturing
Wireshark

Detecting Network Sweeps and other stuff
Checking the network against the system

Challenge time

System Services and Analysis

We can't forget the actual systems on the network
System inventories

Making sense of the events

Looking a bit closer at system services

Challenge

Security Response Systems

Different Types of Security Systems
Breakdown of the Different Types
Where have we seen these before?
Tying everything to Threat Intelligence

Challenge

11

154 min.
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WEEK 3

Threat Hunting and Intelligence Concepts

Threat Introduction

Threat Actors

The Nation-State Example
Being Proactive

Challenge

Improvement in Security Operations

Steps to Improvement
Evaluating Security Risks
Building a Secure Network
Secure Endpoint Management
Pen Testing

Reverse Engineering

Challenge

Vulnerability Scanning Methods

Getting to know our guidelines
The Standards

Installing Nessus

Initializing Nessus
Nessus for the first time
Setting up our first scan
Challenge

Addendum!

16

152 min.
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WEEK 4

Vulnerability Tool Assessment

Understanding our Assessment Results
Can we duplicate it?
Let's scan with OpenVAS

Discrepancies???

Challenge

Prioritize Vulnerabilities

Knowing the Priority

What's the Risk?

Looking at the CVSS 3.0 Vector

Sometimes a suggestion (Context Awareness)
Common Vulnerabilities

Challenge

Controls to Mitigate Vulnerabilities

Controlling the Vulnerabilities
Easy path first

Network Segmentation and ACLs
Adding Multiple Layers of Security
s it the User's Fault??

Audit and Logging

Incident Response

Challenge

Vulnerability Response and Handling

Understanding Incident Handling and Response

14
10

154 min.
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WEEK S5

Preparation

Detection and Analysis

Containment, Eradication, and Recovery
Post-Incident Activity

Challenge

Addendum

Attack Methodology Frameworks

Understanding the Attack
MITRE ATT&CK Framework

The Diamond Model
The Cyber Kill Chain

Challenge

Incident Response Activities

What Triggers Incident Response?
Indicators of a Compromise
Compromise Investigation
Preserving Evidence

Challenge

Incident Management Life Cycle

What is Digital Forensics?
What our Toolkit Consists of
FTK

Imaging Devices
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WEEK 6

Network Forensics

Challenge

Vulnerability Management Reporting

Vulnerability Management Reporting
Mitigation

Action Planning

Stakeholders

Reporting

Challenge

Ultimate Challenge
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12 min.
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