
Cisco CCNP Securing
Networks with Cisco
Firepower (300-710 SNCF)

This advanced Cisco CCNP Security training covers the objectives in

the 300-710 SNCF exam, which is one of six concentration exams you

can take to earn the CCNP Security certification. This Cisco training can

be used for 300-710 SNCF exam prep, onboarding new network

administrators, individual or team training plans, or as a Cisco

reference resource.

CBT Nuggets course material

WEEK 1 158 min.Build a Cisco Firepower Lab in ESXi

Intro to Building a Firepower Lab on an ESXi Host 1

Lab Game Plan 8

ESXi Host Networking Design 7

ESXi Host Networking Configuration 9

Vyos Router VM Configuration 14

Windows Server VM 6

Deploy the FMC 5

Deploy the FTDs 8

Add FTDs to the FMC for Mgmt 11

Build a Cisco Firepower Lab in VMware Workstation

Overview 1

Introduction to Building a Firepower Lab in VMware 1
Workstation

Lab Game Plan 4

VMware Workstation Networking 13

Windows Server VM 7

Deploy the FMC 6

Deploy the FTDs 11

Bootstrapping the FMC and FTD 8

Add FTD to the FMC for Mgmt 10

Build a Cisco Firepower Lab in EVE-NG

Overview 1

Introduction to Build a Firepower Lab in EVE-NG 1

Lab Game Plan 5

Prepping EVE-NG with Firepower Images 10

Deploying FMC and FTDs in EVE-NG 9

https://cbtnuggets.com/it-training/cisco/ccnp-security-300-710


WEEK 2 154 min.

Routing for the Lab 13

Bootstrapping FMC and FTDs EVE-NG 12

Add FTDs to the FMC for Mgmt 4

Getting Started with Cisco Firepower

Overview 1

Intro to Firepower 1

Firepower Overview 18

Deployment Options 8

Configure Data Plane Interfaces 15

Configure Data Plane Routing 14

Configure DHCP services 8

NAT and PAT on the FTD 9

Verification with a Client VM 8

Cisco Firepower Access Control Policy Fundamentals

Overview 1

Intro to Firepower Access Control Policies (ACP) 1

Access Control Policy Overview 10

Monitoring Network Traffic 11

ACP Rule Actions 10

ACP Action of Block 8

WEEK 3 156 min.

ACP Interactive Block 7

ACP Categories 8

Nesting and Inheritance 9

ACP Properties 5

Analyze Hit Counts 7

Cisco Firepower IPS/IDS

Overview 1

Intro to Firepower IPS/IDS 1

IPS/IDS Overview 14

Passive IDS Interfaces 6

Bridge Groups 6

Inline IPS Interfaces 13

Verify the Inline Pair/Set 10

Intrusion Policies 9

Adding the IPS Policy to the ACP 16

Testing an IPS Policy 9

Cisco Firepower SSL Decryption

Overview 1

Intro to SSL Decryption 2

SSL/TLS Overview 8

SSL Decryption Concepts 6

PKI vs Local CA 4

Generate a CSR 5

Creating an SSL Policy 7

WEEK 4 155 min.

Linking an SSL Policy to the ACP 7

Testing the SSL Policy 6



Cisco Firepower Malware and File Policies

Overview 1

Intro to Malware and File Policies 1

Overview of Malware and File Policies 4

Creating a File Policy 9

Testing the File Policy 11

Malware Analysis 12

Testing Malware Detection 8

Cisco Firepower Security Intelligence

Overview 1

Intro to Security Intelligence 1

Security Intelligence Overview 7

Dynamic IP and URL Blocking 12

Geo Location 6

Using Network and URL SI 5

Using DNS SI 15

Pre-filters and Trust 12

Cisco Firepower High Availability

Overview 1

Intro to Cisco Firepower High Availability (HA) 1

HA FT Overview 9

Updates for FMC and FTDs 8

Implement FMC HA 5

FTD HA Overview 10

WEEK 5 161 min.

Network Prep For FTD HA 7

Implement FTD HA 5

Verifying FTD HA 16

Leveraging Identity in Cisco Firepower

Overview 1

Intro to Identity in Firepower 1

User-Based Control Overview 6

Network Discovery Policy 10

Realms and Identity Sources 9

Identity Policies 4

Linking Identity and AC Policies 7

External User Authentication 13

Upgrading Firepower

Overview 1

Intro to Updating Firepower 1

Updating Overview 7

Update FMCs 8

Re-synchronize the FMCs 4

FTD Update 11

Validating Firepower Updates 4

New Features in Version 7 16

Cisco Firepower VPNs

Overview 1

Intro to Cisco Firepower VPNs 1

VPN Overview 12

Implement a Site to Site VPN 13



WEEK 6 156 min.

Testing Site to Site VPN 8

NAT for Site to Site VPNs 14

Full Mesh VPNs 13

Cisco Firepower Device and Platform Settings

Overview 1

Intro to Device and Platform Settings 1

Firepower Health 11

Using Alerts 5

User Preferences 5

Graceful Shutdown 10

Tracking Changes 5

Platform Settings 15

Cisco Firepower Integration

Overview 1

Intro to Firepower Integration 1

Integration Overview 8

AMP Integration 12

Threat Intelligence Director 18

FMC, ISE, and pxGRID 4

Cisco SecureX Threat Response 5

Cisco Firepower Correlation Policies

Overview 1

Intro to Correlation 1

Correlation Overview 3

Correlation Policy Rules 11

WEEK 7 164 min.

Alerts 4

Remediations 9

Correlation Policy 5

QoS 11

Firepower Troubleshooting

Overview 1

Troubleshooting FTD Connectivity 12

Firepower Order of Operations 7

The Packet-Tracer Utility 14

Firepower Troubleshooting Tips 12

Firepower Troubleshooting Tools 11

Troubleshooting Slowness 9

Firepower Dashboards and Scheduling

Overview 1

Firepower Dashboards 13

Custom Dashboards 5

Automating Tasks in Firepower 11

Automating Firepower Backups 11

Firepower NMAP Scans 10

Firepower Audit Logging and Reporting

Overview 1

Firepower Audit Logs 14

WEEK 8 36 min.



Firepower Change Control Settings 6

Firepower Reporting 10

Creating Custom Firepower Reports 11

Security Analytics and Logging 3

File Trajectory and Reporting 5
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