Cisco CCNP Advanced Call
Control and Mobility
Services (300-815 CLACCM)
v1.2

This Cisco Advanced Call Control and Mobility Services (300-815
CLACCM v1.2) training covers how to provide collaboration solutions
for a Cisco-enabled network. Use this CLACCM course to prepare for

Cisco's 300-815 exam, which is one of four concentration exams you

can take on the path to earning your CCNP Collaboration certification.

CBT Nuggets course material 9

STUDY PLAN

WEEK 1

Review SIP Call Flows

CLACCM 300-815 Exam Overview
Basic SIP Call Flow

Examine SIP Call Flows

Examine SIP Call Flows only using text
Examine Additional SIP Call Flows

Validation

Early Offer, Delayed Offer and Early Media

Introduction

Early Offer versus Delayed Offer (CUCM)
Early Offer versus Delayed Offer (CUBE)
Early Media

Validation

PRACK and Mid-call Signaling (Hold/Resume)

Introduction

Provisional Response Acknowledgment (PRACK)
Mid-call Signaling - CUCM Hold/Resume
Mid-call Signaling — CUBE Hold/Resume

Validation

Mid-call Signaling - Call Transfer

Introduction

Why do we need to perform Call Transfers?

Call Transfer Demo using a packet capture

Call Transfer Breakdown - Blind Transfer (CUCM)
Call Transfer Breakdown — Consult Transfer (CUCM)

153 min.
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WEEK 2

Call Transfer - CUBE

Validation

Conferencing and SIP Session Timers

Introduction

Conferencing SIP Call Flow
SIP Session Timers

SIP Session Timers (CUBE)
SIP Session Timers (CUCM)
SIP Session Timers

Validation

SIP UPDATE and DTMF Relay

Introduction

SIP UPDATE

Dual Tone Multi-Frequency (DTMF)

In-Band DTMF Relay - Named Telephony Events

Out-of-Band DTMF Relay - SIP Key Press Markup
Language (KPML)

Out-of-Band DTMF Relay - Unsolicited Notify
Dial-peers and DTMF Relay
CUCM and DTMF

Validation

Troubleshoot Call Setup & Media Establishment

Introduction
Normal Call Setup and Tear Down

404 Not Found

154 min.
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WEEK 3

487 Request Canceled

Scenario 1: Incoming calls from the ITSP are not
successful

Scenario 2: Incoming calls from the ITSP are not
successful

Scenario 3: Qutbound calls to ITSP are not
successful

Troubleshoot Media Establishment (CLI commands)
Troubleshoot Media Establishment (The approach)
Scenario 4: 488 Not Acceptable Media

Validation

CME Initial Configuration

Introduction
Unified Communications Manager Express

What flavor of Unified Communications Manager
Express?

CME Initial Config

CME Create Directory Numbers

CME Configure our Endpoints (Manual Registration)
CME Registration Verification

Validation

CME Auto Registration and Exploring Settings

Introduction
CME Configure our Endpoints (Auto-Registration)
Exploring the settings we have configured

CME Registration SIP Call Flows

157 min.
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WEEK 4

CME Authentication Register

Other CLI commands related to Endpoint
Registration

Troubleshooting CME Configurations

Validation

CME Dial Plans

Introduction

Cisco Unified Communications Manager Dial Plans
CME Virtual Dial Peers

£.164 Pattern Maps

Voice Translation Rules
Voice Translation Profiles
Dial Peers

Validation

Survivable Remote Site Telephony (SRST)

Introduction

Survivable Remote Site Telephony (SRST) Overview
How phones registered to CUCM handle failover
CUCM SRST Config

|OS SRST Config

SRST Failover Demo

SRST Unable to make Outbound call

Validation
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WEEK 5

Advanced SRST Features

Introduction

Shared Lines on E-SRST

Busy Lamp Field (BLF) on E-SRST
Voice Hunt Groups on E-SRST
Ensure we can make inbound calls

Validation

Basic Automatic Call Distribution (B-ACD)

Introduction

Basic Automatic Call Distribution (B-ACD) on
E-SRST

B-ACD (Voice Hunt Groups)
B-ACD (Obtaining the scripts and prompts)
B-ACD Configuration

Test our B-ACD Configuration

Recording custom B-ACD prompts
Adding an additional option to our menu

Validation

Introduction to Dial Peers

Introduction
Pots and VolP Dial Peers

Pots and VolP Dial Peers Demo (Inbound call from
PSTN)

Pots and VolP Dial Peers Demo (Outbound call to
PSTN)

Testing Outbound Dial Peers
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WEEK 6

Dial Peer Wildcards & Building a Sample Dial Plan

Introduction
Dial Peer Wildcards
Dial Peer Wildcards Demo

Voice Gateway Dial Plan

Dial Peer Matching and Selection Preference

Introduction

Dial Peer 0

Dial Peer Longest Explicit Match

POTS Dial-Peer Inbound Selection Preference
POTS Dial-Peer Outbound Selection Preference
CUBE Dial Plan

Complete our CUBE Dial Plan

SIP based Dial Peers

Introduction

CUBE Enhanced Dial Plan

SIP Dial-Peer Inbound Selection Preference
Dial-Peer Groups

Dial-Peer Provision Policies

SIP Dial-Peer Outbound Selection Preference

Dual tone multi-frequency (DTMF)

Introduction

Dual Tone Multi-Frequency (DTMF)
Named Telephony Events (RFC 2833)
Key Press Markup Language (RFC 4730)
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WEEK 7

Unsolicited Notify (UN)

CUCM and Unsolicited Notify (UN) Messages
DTMF and MTP

SIP INVITE(s) compared for DTMF

Performing Packet Captures

Voice Translation Rules and Profiles

Introduction

Voice Translation Rules

Additional Voice Translation Rules

Voice Translation Profiles

Apply Translation Profiles Inbound to a Dial Peer

Apply Translation Profiles Outbound to a Dial Peer

Apply Translation Profiles to a Voice Port

Voice Translation Rules Verification

CODEC Negotiation and CODEC Preference Lists

Introduction
Negotiation of Codecs
Default CODEC configuration for a dial peer

Configure CUBE Local Transcoding Interface (LTI)
Transcoding

Configure a Specific CODEC for a Dial Peer
Configure Codec Voice Class and Preference Lists

Codec Transparent and SDP Passthrough
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WEEK 8

Signaling\Media Binding and SIP Profiles

Application Signaling and Media Binding
SIP Headers

Unsupported SIP Headers

SIP Profiles

Validation

Inbound and Outbound SIP Profiles

Introduction

SIP Profiles Outbound (Part 1)
SIP Profiles Outbound (Part 2)
SIP Profiles Inbound

Validation

CUBE Toll Fraud Prevention

Introduction

CUBE Toll Fraud Prevention

Toll Fraud Prevention Configuration

Toll Fraud Scenario 1

Toll Fraud Scenario 2

Changing Toll Fraud Rejected Cause Code
Validation

CUBE VolP.ms configuration

Introduction
Explore our environment

CUBE VolP.ms configuration
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162 min.
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WEEK 9

CUBE VolP.ms testing outbound calls

Validation

14

CUBE "IP Communications" config and Multi-Tenant

Introduction

CUBE IPComms configuration
Troubleshoot registration issues

CUBE IPComms testing outbound calls
CUBE IPComms testing inbound calls
Multiple trunks using tenants

Validation

Registration-based SIP trunks (Local Gateway)

Introduction

Local Gateways

Webex Calling Trunk

Registration-based SIP trunk - Inbound calls from
Webex

Registration-based SIP trunk - Outbound calls to
Webex

Local Gateways Configuration Tips

Validation

TLS and SRTP

Introduction
TLS and SRTP
TLS Handshake
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WEEK 10

Configure TLS and SRTP with VolP.ms 11
What certificates? 9
Make an outbound call 7
Packet Capture on IOS Devices 1
Validation 4

Troubleshoot CUBE Dial Plan Elements

Introduction 1
debug voip ccapiinout 10
How to identify the Call ID 6
Troubleshoot DTMF 13
Troubleshoot Voice translation rules and profiles 8
Troubleshoot Codec preference lists 6
Troubleshoot Dial peers 6

160 min.
Validation 4

Troubleshoot Additional CUBE Dial Plan Elements

Introduction 1
Troubleshoot SIP and SDP header manipulation with 12
SIP profiles

Troubleshoot Signaling and media bindings 9
Troubleshoot SIP TLS & SRTP 5
Describe VolIP Trace for troubleshooting voice 11
calls

Validation 5

WEEK 11

CUCM Digit Analysis and Route Patterns

Introduction

Describe the Cisco UCM digit analysis process

Type A and Type B phones
Traditional Route Patterns
Route Pattern Wildcards
Our Dial Plan

Route Lists and Route Groups

Introduction

£.164 Route Patterns

Route Groups and Route Lists
Create a Route Group

Create a Route List

Route Lists and Route Groups Demo

Standard Local Route Groups

CUCM Translation Patterns

Introduction
Run On All Active Unified CM Nodes

Assign Partitions to our Route Patterns and
Devices

Translation Patterns

Translation Patterns options

CUCM Transformations

Introduction
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WEEK 12

Transformations
Transformations Demo
Transformation Patterns

Transformations Preference Demo

Implement Toll Fraud Prevention

Introduction

SIP Route Patterns

Using CSS to Prevent Toll Fraud
Auto-registration CSS

Time of day routing

Use Time of day routing to restrict calls

Forced Authorization Codes (FAC)

Downloading and Interpreting CUCM Traces

Introduction
CUCM Traces

Reading CUCM call trace | Internal call

Reading CUCM call trace | External call
Validation

Troubleshoot CUCM Call Control Elements

Introduction
Troubleshoot Translation patterns
Troubleshoot Route patterns

Troubleshoot SIP route patterns
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WEEK 13

Troubleshoot Transformation patterns

Validation

12

Troubleshoot Additional CUCM Call Control Elements

Introduction

Troubleshoot Standard Local Route Group
Troubleshoot SIP Trunking

Describe Network-based recording
Describe SIPREC

SIPREC Demo

Validation

CUCM SIP Trunking

Introduction

SIP Trunking

SIP Trunk Configuration - Device Information

SIP Trunk Configuration - Call Routing Information

SIP Trunk Configuration - SIP Information

CUCM SIP Trunk Security Profiles
CUCM SIP Profiles

Validation

CUCM Regions and Locations

Introduction
Regions

Configure Regions
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WEEK 14

L ocations
Locations Precedence

Validation

Enhanced Location Call Admission Control

Introduction

CAC vs ELCAC

Location Bandwidth Manager Service
Location Bandwidth Manager Groups

Configure Enhanced Location Call Admission Control
(ELCAC)

Automated Alternate Routing (AAR)
Configure Automated Alternate Routing (AAR)

Validation

Intercluster Lookup Service (ILS)

Introduction

What is the Intercluster Lookup Service (ILS)?
LS Initial Configuration

Create our SIP Trunks between clusters
Create SIP Route Patterns

Advertising Patterns and Numbers using ILS

Validation

Configure Hunt Groups and Call Queuing

Introduction

Hunt Pilots, Hunt Lists, and Line Groups
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WEEK 15

Configure Line Groups

Configure Hunt Lists

Configure Hunt Pilots

Automatically Logout Hunt Member on No Answer

Hunt Pilot Hunt Call Treatment Settings (Call
Forwarding)

Hunt Pilot Hunt Call Treatment Settings (Queuing)

Validation

Call Park

Introduction

The Benefits of Call Park

Configure Call Park

Call Park Timers on older endpoints
Call Park Timers on newer endpoints
Configure Directed Call Park

Validation

Meet-Me, Conference Now and Call Pickup

Introduction
Meet-Me Conference
Conference Now
Configure Call Pickup

Configure Group Call Pickup / Other Call Pickup /
Directed Call Pickup

Describe Call Recording options

Time of Day Routing
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Validation

Single Number Reach (SNR)

Introduction

Single Number Reach (SNR)
Configure SNR

SNR Timers

SNR Ring Schedule

SNR Access Lists
Troubleshoot SNR
Validation

Move to Mobile and Extension Mobility

Introduction

Move to Mobile

Extension Mobility

Create Extension Mobility Test User
Create Phone Service for Extension Mobility
Extension Mobility Phone Configuration
Create Device Profile

Associate End User with a Device Profile
Testing Extension Mobility
Troubleshoot Extension Mobility
Describe Cloud Mobility

Validation

Thank you!
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