
AWS Beginner Skills

Learn entry-level AWS skills with this cloud services training course,

which prepares learners to learn about basic cloud services and

terminology. Go from zero AWS experience to firing up your first EC2

instance. Once you're done with this AWS skills training, you'll know

how to plan, run, and support AWS EC2-based workloads, and use S3

virtual storage.

CBT Nuggets course material

WEEK 1 153 min.Plan for AWS Account Management

Overview 1

Supplemental File 1

Global Infrastructure 8

Multiple Accounts 6

Organizations 5

Shared Responsibilities 7

Trusted Advisor 7

Service Limits 6

APIs and Endpoints 4

CloudTrail API Logging 7

Demonstrating CloudTrail 12

Manage Access to AWS Resources

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

Authorization and Authentication at AWS 7

Management Interfaces at AWS 8

Permissions Delegation with Roles 9

Evaluating Permissions at AWS 7

Security Policy Types and Elements 9

Amazon Resource Names 9

Using Dynamic Security Policy Conditions and 9
Variables

Managing Permissions with the Management Console 8

Managing Permissions on the Command Line 9

https://cbtnuggets.com/it-training/aws/beginner-training


Plan for AWS Managed Security Services

Overview 1

Planning for AWS Managed Security Services 2

What Types of Security Services does AWS Offer? 6

WEEK 2 155 min.

Identity & Access Management at AWS 10

Detective Security Services at AWS 9

Infrastructure Protection at AWS 8

Data Security Services at AWS 9

Compliance Support at AWS 6

Plan for Data Storage Security at AWS

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

AWS Data Security 6

AWS Storage Services 5

DynamoDB: Data Security Overview 4

DynamoDB: Server-Side Encryption 3

DynamoDB: Server-Side Encryption Using the Command 5
Line

RDS: Basic Security Settings 5

RDS: Advanced Security Settings 5

RDS: Final Settings and Launch 5

Plan For Data-In-Transit Security at AWS

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

Data in Transit: Network Paths 4

Data in Transit: Web Traffic 4

Data in Transit: Snowball 6

Data in Transit: Storage Gateway 7

Data in Transit: Database Migration Service 3

Data in Transit: Network File Transfer 4

Plan for S3 Confidentiality Data Security

Overview 1

Supplemental File 1

S3 Confidentiality 1

S3 Client-Side Encryption 1

S3 Server-Side Encryption: Client Key 1

S3 Server-Side Encryption: S3 Keys 1

S3 Server-Side Encryption: KMS Keys 1

S3 Public Access Account Restrictions 1

Plan for S3 Integrity and Availability Data
Security

Overview 1

Supplemental File 1

S3 Integrity and Availability 1

S3 Lifecycle Policies 1

S3 Bucket Replication 1

S3 Replication: Destination Bucket 1

S3 Replication: Source Bucket 1

Glacier Vaults and Vault Lock Policies 1



Plan for Monitoring at AWS

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

Handling Monitoring 7

Choosing the Best Metrics for Monitoring 5

Metric Timing, Thresholds, and Storage 5

WEEK 3 154 min.

Working with Service Status Notifications 9

Privilege Escalation Gateway Model 7

Monitoring Root Account Use 7

Global Login Activity Notification 9

Monitoring Service Level Limits 8

Landing Zone and AWS Control Tower 6

Plan for VPC Network Traffic

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

Elastic Network Interface Concepts 5

Working with Elastic Network Interfaces 5

VPCs, SGs, and NACLs 6

Public and Private Subnets 5

Internet Access Checklist 7

Internal VPC Traffic Flow 5

VPC External Traffic Flows 4

Plan for and Run Amazon EC2 Instances

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental Files 1

Planning for EC2 Workloads 2

EC2 Instances are Virtual Machines 5

Amazon Machine Images (AMIs) Explained 5

Working with EC2 Key Pairs 3

EC2 Instance Types and Compute Resources 3

Launching EC2 Instances with the Management 7
Console

Using the Command Line to Launch EC2 Instances 5

Connecting to an EC2 Instance using SSH and PuTTY 4

Connecting to an EC2 instance with Windows RDC 5

Design for Dynamic EC2 Workloads

This Skill will be retired from our catalog on 1
6/14/24.

Overview 1

Supplemental File 1

Planning for Changes and Events 2

Monitoring Instance Health and State 6

EC2 Auto Recovery of Instances 6

CPU Credit Bursting with T-Series Instances 6

WEEK 4 21 min.

Load Balancing Options at AWS 6

Application Load Balancer and TargetGroups 6

EC2 Manual Scale-Out Behind Application Load 6
Balancer



Introduction to Amazon Connect

Overview 1
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