WEEK 1 Describe the Basic Identity Services and Identity 158 min.

Types of Azure AD
o Describe What Azure Active Directory Is 18
M |Cr050ft Entra I D Create an Azure Account 17
Hybrid Identity Synchronization 14

(formerly Azure Active
. Understanding Devices in Azure AD and Password
Dl re Cto ry) Management

Overview 1

This Azure Active Directory (AAD) training covers user access, data, and Joining to Azure Active Directory :

security for applications running in the cloud and on-prem. Registering a Device to Azure Active Directory °
Hybrid Join a Device 2

CBT Nuggets course material — External Identity Types 11
Intune and Microsoft Endpoint Management 15
Azure Active Directory Password Protection 8
Self-Service Password Reset 8
Describe the Authentication Capabilities of Azure
AD
Overview 1
Describe the Different Authentication Methods 11
Configure Authenticator and PIN 4
Authenticate with Picture Password 4
Authenticate with Fingerprint 6
Authenticate with Facial Recognition 6
Authenticate with a Security Key 3
Windows Hello for Business 11

STUDY PLAN WEEK 2 151 min.


https://cbtnuggets.com/it-training/microsoft/azure-active-directory

WEEK 3

Identity Protection & Governance Capabilities of
Azure AD

Overview

Understand Identity Governance
Use Cases for Identity Governance
Create an Access Package
Describe the Capabilities of PIM

Describe Azure AD Identity Protection

Working Azure AD Identity Types and Services

Overview

Getting Started With Azure AD

Working With Azure Active Directory

Azure AD Identity Types

Service Principal and Managed Identity in Azure AD
Configuring Identity Synchronization

Dealing With External Identities

Describe Authentication Capabilities of Azure AD

Overview

Managing Azure ldentity Access

Describe Windows Hello for Business

Azure AD Authentication

Configuring Self Service Password Reset (SSPR)

Configuring Dynamic Groups in Azure

Azure AD User, Groups and Licenses

Overview
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157 min.

WEEK 4

Azure AD Users

Creating Users with PowerShell
Bulk User Management

Azure AD Groups

Managing Users and Groups

Managing Licenses

Deploying Enterprise Applications in Azure AD

Overview

Application Discovery

Azure AD Application Proxy

Deploying Azure AD Application Proxy
Integrating SaaS Applications Into Azure AD
User Consent Settings

Access Management for Apps

Configuring SSO for an App

Application User Provisioning

Monitor and Audit App Access

Create and Manage Application Collections

Application Registration in Azure AD

Overview

Intro

App Registration

App Registration Planning

App Permissions
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App Roles 10

Muti-tier Application Authentication 6

Azure AD Management

Overview 1
Troubleshoot Azure AD Access Issues
Azure AD Audit Logs

Microsoft Sentinel
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Analyzing Azure AD Logs with Microsoft Sentinel
Export Azure AD Logs to a 3rd Party SIEM

Azure Workbooks
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Configure Notifications

Enable Azure AD Privileged Identity Management
(PIM)

Overview 1
Privileged Identities

Enabling PIM

Enabling Just-In-Time Access and Privileges

Enabling Time-Bound Access
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Enabling PIM Approval Process
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