
AWS Access Management

This AWS Access Management training covers the access management

objectives in the AWS Certified Security certification.��The ability to

authorize specific users and groups to specific resources is a central

AWS security skillset, and this training will make sure you know what

AWS is capable of restricting and how.

CBT Nuggets course material

WEEK 1 157 min.AWS Security: Access Management

Supplemental File 1

Access Management Basics 6

Demonstrating Multi-Factor Authentication 4

Users and Groups 6

Security Policy Types and Elements 7

Permissions Evaluation 6

Amazon Resource Names (ARNs) 6

Multiple Accounts 6

Organizations 5

IAM Policies: Managed vs. Inline Policies and 6
Delegation

IAM Policies: Editing 6

IAM Policies: Creating 8

IAM Policies: Advanced Not Elements 7

IAM Policies: Variables 6

IAM Policies: Conditions 7

IAM Roles: Basics 6

IAM Roles: Demonstrating AssumeRole 5

IAM Roles: Cross-Account Access 5

IAM Roles: Demonstrating Cross-Account Access 5

IAM Roles: Service Roles 7

Identity Federation: Basics 5

Identity Federation: SSO 8

Identity Federation: Active Directory 6

APIs and Endpoints 4

CloudTrail API Logging 7

Demonstrating CloudTrail 12

https://cbtnuggets.com/it-training/aws/access-management


WEEK 2 1 min.
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